Ruijie | ZRceycc

RG-EG Z&FIRIK

ReyeeOS 1.210 Web =18

XH5hRE V1.0
JALEHI 2023-01-06

copyright © 2023 HitERI4E




hRiX A= B8

copyright © 2023 $t1ERI%E

(REXI AR AR BRI —EIIF).
FERNGERENBEITY, (EEIRMAN AR LM SN FF AN A SR HEEABHTES.
R, Bin, BR EE EEREMES. SHIPOREMATELAE.

RuijleiZdE Ruijie FRcyce

ROLBEIEIATR.
RERFAEMFTEEREG ISR, BSENRMEARE.

IRt R EREIRS S tifE

ERTESLRY ™ m. BRSNS ZE SEFIFRIIAIR, AP 2~ m. RSB
BEAEEHIESLEERTEEZN. RIFEREBENE, HREMNE AN E MU AIIRREERIIREEER
iE,

AT R ATHREEMRRE, AERBEAERHITER. rENEREERAEUENEERTRIER
TSRS HATIESAIF,

TFEWHMUENERES. RENEEREAFMHER/NRIERTEHTE, EFTHRFMATERE
HiREER, AFMPIEES AR ABAREEERATER,



i}

EEISR
ABEE T AR
o [WETFEIM
o R AR
o NEEHER
A
o HERSZEAMILL: https:/www.ruijiery.com/
o PUFAESTELAZMR: https://ocs.ruijie.com.cn/?p=smb
o HHEMEZE MRS SYIEREL: hitps://www.ruijie.com.cn/service.aspx
® TRIIRAIRSHE: 4001-000-078
o ENInRREZR: https://www.ruijie.com.cn/service/know.aspx
o PEFEFNATIFERIREM: 4001000078@ruijie.com.cn
o HUEMEMSIESRIREM: doc@ruijie.com.cn
° i%%l@é%ﬂﬁ%ﬁﬁ% [BifERSS] HEXFE
EBLYE
1. BEFRmEESE
REER fBRE 5
<> %50 <HfaE>
1] KRN, SHEEIR, NEEWR, IENEFR | KRN "ERRE" B EREREE]
>> DR, FEEIN EERRRE>>[RAEER]
WRNERT “(REFECERIN
BN, BREE, iz R FFE" 5
M TSICE
2. EHITE

R BERASME B SRR R TR IR BRI, XEARERIE T :

05_,4—_
Fy

LI AE LT OGN o Lo RBAIEAT L, TR F BB E R RIXE T,



https://www.ruijiery.com/
https://ocs.ruijie.com.cn/?p=smb
https://www.ruijie.com.cn/service.aspx
https://www.ruijie.com.cn/service/know.aspx
mailto:4001000078@ruijie.com.cn
mailto:doc@ruijie.com.cn

A %
ATRFPLRTRAOTEZ L, w RN EZE, T FED R K AR RS,

O ¥
AFREAAE, PR, RFEF, WwRBARERZE, FAFHTEE .

@ FRAIFEL
J TR So 3OR A LWL,

3. ikBA
FFEMPRTBOES Wr-mEsS, MR, wOXE, WERES) (NMSE, BMERIBLLIRERN
FERRRRAS I,






RG-EG &RFIEAIRE Web E1EFAf

1 2

1.1 EERIREX
11.1 PC =R

BRIRE

® N'558: ZiFGoogle chrome, IE9.0. IE10.0. IEM.OLURESETFSIVIENZATNLEE (A1360L2

R, HEERREEN) . FREENEHRERWebEERN, FIstHMERaslERERSR.

1.2 REECE
Fz1-1  TRE Web itE
INHEISTE Hh&EE
®’EIP 192.168.110.1
B2 BRERNTEWSER, JEEFRERE

1.3 {EF PC &5 Web

1.3.1 EEREH

BEEEFRSIREEMEEZ S SEHNEIENEA MRS, EERREIEELA TR

o B/EHIN

RRELANO SEEAMN O1EE,

o FT&H

REBMIPHEI, ES5%1.3.2 BREEEE IRIPET,

BIRBLANOSAP EEXOMRIE, APLHESE, BIFEECARRK, HEREWI-FIZFRA@RUuijie-mXXXXIITE
WL, XXXXMIZEHIMACHEILEPU, MACHBUERT M KIREIRSPEE. UEEAAIEEREIEERES
EEPiniIPibit, Bhd1.3.2 REEEEPIRIPLSE,

1.3.2 BEEEEER IR IP

FEEEPIERE—NEIRRIAIP (IBEBIAIPHEIE: 192.168.110.1, FRIEFS: 255.255.255.0) 1EE—
MERHIIPHELE, FEERZEFIRELIEHAIRE. INREEEEFiRRYIPHENE192.168.110.200,

1.3.3 &R Web

(1) ENSERRtbHA= R NIREBRIIPHEIE (BAIL192.168.110.1) , HENERTE.

O ¥

ER PSR T RENFAIPHA, RFREHDSHERE THGIPRLE, RBRIEE T I AL TR
— BB E, BIPHALL TR — R, 3£ CAE 37 69 1Pk 7 5] % 4 69 WebE 32 2 4,

(2) WebI \NEBERE<ER>, HAWebEEAFHN,



RG-EG RFIIEHIRE Web EIEFA} BRISE

1.4

1.41

1.4.2

rRuiyie | ZRcycc

1R, EG210G-P

IBRNRESE.

BXERWebEBRALERKS R, TEETRECE.

HNTHRERERE, BNEBERERWebEEBRFAEMITIRESIEZE, RETHRE, BXERWebEHIE
EERNBEEMABRB ARSI E.

ESICIPEERS, SIEREEERRNER FIRIREER i reseti@5T L EEREIREHIRE, Pk
SiEEIAERZAIPHIZILER,

A 2%

WA RERMGCARE, BAAREEHNRE, FEEBRME.

TERzA 4R

I TFER S DI mERIACKS, FRN LIRS PR NENR B TR R, EGRE
BARLTFRAEESt, MBS TIFERBE%31  ERTIRER,

HEEET

IRESHFNATERFREE R LAR VPN, {THEEFIRMAINGE. TN TKIRESECHIE, WESHIRSIRSEREER,
FESTRENATEEHR,

REET MRESHFPPPoEIR S, aIiSIPHIERSIP=FSTUEAN, ATEESERNF M ERIREFIRHMNE,
FXSTECRE I TERE.

AC 8s{,

BEM_ZEER, FTIREKRDHCPIRSSEINAE, WANCOBGABISDHCPARIREU L, ERTYRIMNEEER
TIERAE, ACKHET NREIEARESEIREHISE, aETSHEATUIEAME, HAPHITEIR,




RG-EG RFIIEHIRE Web EIEFA} BRISE

1.5 ERIRE (EREIRR)

1.5.1 ECERRYES

(1) REEEER, BNSGEREWANOS ERREERE, SEREEAFMLZ,
(2) EREFERESNBIZERNERHTERE, SNITERERMSELE LN, EINS TR/
EEBRALNGT:
o HALNARARHNEIPHIN. BHEHIVEEFHSIPIII.
o MREETLN, NHEEETIKSHEHES.
o INRBEFSIP, WFEZEIPHIUL, FRIER3. WKHIDNS,

1.5.2 RESE
1. IREENLE
HIRET, AFETUERTREREHTHERBEMETEE, RNEHAREN, BESEH AN

LR EREENMERTS.
O w»
— AT, ZEH G LOEN (Pl EPOEMMNT) 2 A EHRR—AM%, AP REZRHANLE
HERRE T,

EREPEFERIMASRIMEIRMRIRE, TURE<MIZFANES>FERAMMIRSHEEREE, BN
REFNRNEREAENES, BHEENEE.

O v
do R RGP BTG KGR, RASBAT IOER DR E RE, §EAEG KG9 0 BT 4 R
£,

Ruijie | fRcycc | xmiss HX v 3 iE

AN 5 i, 4 GiRESFFIIIA.

A RENEREEIRE, RS, B FNEmSASHNERED. =EEhit @ BREHEAN? REEH
R (T8 B8) R &
Q9 m (=

BsIP o/0 0/0 4
BER ﬂﬁ*EE%‘l ) AP EFFSmA
FLaYMILE

EG210G (1 5ifE) v

ssns (=27 IPihE MACi#hE R
%ﬁiﬁ EG210G-P [E] 1234567891234 192.168.110.1 58:69:6C:00:00:01 ReyeeOS 1.86.1608
| s=amA 0
ruijie (1 2&#) FRINEERAIMES >

EREN THeEE



RG-EG RFIIEHIRE Web EIEFA} BRISE

2. BUEMEIRE

RE<FHARE>, RERSNENASIMNEEELNS.

(1) BRI BT RRIRERERRLE,

2) kMBI EESEERHARN MG,
o #BIPHN: REFEFIMENDHCPRESIREUbIL ER, FERTHERN, WAFHAKS.
o EHLEMAIR: PPPoEIRS LN, MABESIFNETKSHEHED.
o FSIPHN: BMATESFRIIPHELL, #3, RXIPHEAFIDNSARSS 2 bt

(3) EE®:B: RESREENHEESE.

(4) ERMB: BEEIRENERSMX.,

(5) WK REZRFHE, FAFFEMEERS SSREERS. BEFsehrATERIR X,

Ruijie | Rcycc | SRR

* RS

REIEE

WA @ =FEW P 2P

EFrel FRA=
s
s e
0 SiCHEE? MWEEESTFHHEERD
EEREEE SE0 5570
*REEEEE el

ERE/ME ~

= =R

FEX | (GMT+8:0000HM/ HE

=5 B REENEE

RE<GQIEMBFEBNLE>, REE TNTRVIBEXREE, FHalMNEg, ThiREERES, FNRECiKKN, ok
HRRENERIRKS, HTIEEE, BENEEESERNHIEs I BEReT e TEE.

O v

o FHROHMBH AN, TUEFN @A LA<BRE> ABRHEEGTF,

o WM ERELGERENGIREE AL, & AHELERLE.




RG-EG RFUBHHRE Web EHEFfHf BRIgE
1.5.3 SiCEHKSEBIBREE
(1) BRRLIIEEREN.

(2) MRZBIHREBIRNINRE, TURE<NBREPRIKSERD>. 15IRIRH=RFFRhSEEE6. B

MZ—LIEN I BERFRSAIWAND, B—KBARIRERILAND, mbE<FHagkE>, FREATHNIECE TE
BEMENBREET EMEIKSER. [E<RE>EITE.

IHAR @ EFLEM EEEIP el

ENEISE FRAEUE AREP

0 SiCHSZE? |WEEERFINSES

* Wi-FiSTR

Wi-FiEZEg mE 9 AnE

MIBEEHEFERENPPPOERS

-

BER:
1. SRR REEEER
2, FA—RRE A BERWAND, B— S AmEshiLAND

1.6 ERigE (AC1E\)
1.6.1 RERHES

o RBEKAR, AMLSIRENOS ERREER

WA LR EREBIER LR, MEIREERR,
1.6.2 MESE

(1) AEIfFERERNE, HRIRRERIUIACKE. B5E31 BRTRERAED.




RG-EG FRFIIRHIRE Web E1EFAf BRIRE

i1
1. &iieE, BEIPogEEdENEs.
2. [EREREnE, 1HEEPingERE.
3. MEESREm SN SSTRAWEB RSk,
4. ZHRE e ENAENEETL.
5. TEEfiiEsinSH HESIRE.

gamsn @) @

(2) tHEfE, REBER. EBfE, REWANOFIABEDHCPAZERRUMIE, LIFIRSIPII TN RILE,
ERBGHARFERANEEIP, SEFNAWANOIRE—NESIPHLL, 555152 BERESRST.

1.7 VGEETE

KABENEIR (L EAFFE, HH3.1  ERTFEE) , WebUEATAHEREN;
FEEEMAI, WebHAJEENEENESAVEERE AR, RESIVERHSRIEERERN, & MIE
FRIEERARTUH TR,

o ENEH: BENZTMERENEEER, EFENUAXHRIMNEFINEREHITEE,

o AHERE: (WIEREBRREHTRE.

Ruijie | FRcycc | =mER

SRSEMERER

EZMEE
FHLEE(EG. )

B EENE:



RG-EG FRFIIRHIRE Web E1EFAf BRIRE

Ruipie | FRcycc DIEESH, Q| X~ Omzmmine HTEAP SARS @RASE HET GO
Q mEeSH ;
BRAS  aEM PR w ap
O 1 1
Rk
£
o mE 235 (0)
& EHER -
EEETES
B eeEsm L
e
@ RS e
eI @Iy @ HERS
@ fem g
wHEE < u=R =S
Fz ()
19.25K +23.49K
@Ruijie-m0001
VLAN1
HE(Q2) b __DHCPE&%%E
A
VLAN1 VLANZ22 En————
VLANT VLAN222

EG210G-P
SN:1234567891234

@

EsfEdiE: 2022-04-12 14:53:53
¥

AN ETERmE:

Ruijie | iRcycc HHLSTEC210G 22a THAPP A SRES @MsaR HEE Q@
& REE
igEhR
@ gxzE .
© meem . W TP BRI BB
- BEFIET 98T
30% 1 FANE: 2022-04-12 15:5151
il TREE .
VPNEE .
GEFHER
= mREE .
EEES EG210G-P BEER Rulie & SNS: 1234567801234
@ wEmghR v MACHERE:  58:69:6C:00:00:01 Ireme:  smss O HEMAE: FACO
BE{HREE 1.00 EEREES ReyeeOS 1.86.1608
| mome

(]e== =R

- - "

LANO LANT LAN2 LAN3 LAN4 LANS LANG LAN7 WAN1 WAN
192.168.110.1 172.26.30.192

KR



RG-EG RFIIRHIRE Web EEFA

2 =R

(EREE-NEAS] EMERE

B ESTE R MR 7 SRR, ETTEANRE. BNRES,. BPHEEER, FRU TR

FERBOREREAD. BRITLIESRINENEMAIINSASH TRE. kEESEHE.

Q BN 8ER B
SEHm 1/1/5> 4>

[0}

o EE 281
EHEOTRAFEIVIAN

GINW31N000172 FBERL: FAiFE..
BB

® Tt
1 EARERE 10000 %

@ BEERER @ bFAiE @ iEIE

2] RS
FE)

SHA4 Igh

VLAN1
BE )

VLANT VLANZ

VLAN1 VLAN2

VLAN3 VLANA

VLAN3 VLANA

VLAN11 VLAN12

21 EEEAMEE

BRIRHINER S T LIRS, &

DRESE Q| TX v Opamsce HTEAP QLNEE @QNESE NEE BE

I

110.33K | +15.66K

SRcEEE
a—

“ —

UNKNOWN ’ ‘ NBS5200-24SFP/8.. ’

RAP2200e
N

EEEE: 2022-04-29 15:01:47

RS,

| —
FEREE -
EAPGO2 RAP2260(G)

SN SN

RESNSH ETMTIRTREFER.

B
AR
R

i
B

i3



RG-EG FRFIIRHIRE Web E1EFAf s

b Fl=

+ AP
[ ~134.97¢ | 170.83K |
([CD] o) .
el DHCPIREE |
A 2E
| e
Ruijie.abc
SMN:H1LAOU1003624
1
LA
: ﬁ@g . Emamm meiia eee mams
UMKMOWMN MNB55200-245FP/8...
SMNUNKMOWMN SMN:GTNW3TNOD0172
|
G
m 373 part 5
A
.AP-E‘H RG-E5205C-P
SN:MACCWLD789205GC (6
EETE: 2022-04-29 17:08:25
o NIHREE, TTEELNERERE.
IATEIRE .
set R (Kbps) Kbps WAN
- @ LEFE @ T=E=
1,200
00
00
N J/l_;
W]

15:33:38  15:3418  15:34:58 153538 15:36:18  15:36:58 153738 15:37:54



RG-EG ZRFIEEHIRE Web EEFA By i

IEFRENETRASHERERER, FXIREN6ER IREBMREASmE

REBIMESET XD REL

o SIHIPRIRE, TR E.

= a
g, | A =5,
EiFhEAF: ReyeeOS 1.86.1619
EEIP: 192.168.110.1
MACHSEHE: 00:74:.9¢:87:6d:85

BEER: | Ruijieabe &
WERS: EG205G
SN HILADU100362A

EGU/

» BRS
BT
VLANTEE

+126.93K | 123.89K e mOES
LANO LAN1 LAN2 WAN1 WAN
(D)

Pt
E=EE . - -

’ R

VLANIF R O
FAREE
VLANTT  ZGAVIAN  VLANIOD  VLANZ2
#a Pt e =
“are o
LANG1,2 1931681101 1921681101
192168110254

LANO LAN1 LANZ2 WAN1 WAN
i ok & u

AR 2022-04-29 15:01:47

o mERIELMARY IR REREIRMNE, TEEIRANTRIRERER. RERR, JHEHTRR

ECEETE.

b FiE o BEeEERE FHEaE
EAS EERE eEEr MACi#HH IPHisht RiHEE EERs
MACCWLD789205GC pez= ruijie & 78:11:22:33:44:55 192.168.110.226 ESW_ RG-ES205C-P
y H1LAOU100362A T= Ruu\e.abr =é 00:74:9C:87:6D:85 192.168.110.1 & ReyeeOS EG205G
GTINW31NO00172 = Ruijie & 00:D3:F8:15:08:58 192.168.110.89 & ReyeeOS HEs5200-
24SFP/BGT4XS
1234942570021 = RAP2200e & 00:D0:F8:15:08:48 192.168.110.152 & AP_: m RAP2200(E)
G1QH2LV00090C T Ruijie & C4:70:AB:AB:69:17 192.168.110.102 & ReyeeOS RAP2260(G)
[ 1] Toz/m s

o AHINEALTANZIAHIIENE. R "RF TEFRINEARIRS., EFRINUEEE—EN

8, BEmOFT.

10



RG-EG FRFIIRHIRE Web E1EFAf s

b Flz=

+ AP
207.65K | +59.14K

) s
bl DHCPERSS

= HE

A
""" TRl
Ruilie.abc
SM:H1LAOU100362A
|
LAND (Laninwanz )

2.2 FHINAMIZE
221 HHEE
(1) FENELPREEREPORER, ROBRHRTES, RSt TR RN e,

HEREEZ LA "REH PER (BEHFRFIRINRENEEHE) [T "REEGE>>" 78]
EMNZSRIRE,

O =%
EOFEMIEE, mnahiE

B =EE RFE T 5|5
SEM 1/1/5: 4

" F=mgsE 1 @ ﬂtﬁﬂﬁﬁﬁﬁfﬁﬁ%%ﬁﬁﬁaﬁﬁﬁ]
wemne: 1 [REsnE> |

BERiZE: 5
! R 1
AP: 2
BEHERl: 2
. AC: 0
FoeLReE: 0

11



RG-EG FRFIIRHIRE Web E1EFAf s

(2) BHERINEIIERRNEG, RERET "BNE" PREE, DEERINRE, RE<FNEIENNE>,

LS @
ST NETESENRETRE, WIS "SR MhEEEnT RHRET | ERE—I
| seommss
THMx (5 e8E) -
EEEs EHS IPHihE MACHihE B
BEEE EG205G (=] H1LAOU100362A 192.168.110.1 00:74:9C:87:6D:85 ReyeeOS
AP RAP2260(G) G1QH2LV00090C 192.168.110.102 C470:AB:AB:69:17 ReyeeOS
@?ﬁ? NBS5200-24SFP/8GT4XS GTNW31TN000172 192.168.110.89 00:D3:F8:15:08:58 ReyeeOS
AP RAP2200(E) 1234942570021 192.168.110.152 00:DO0:F8:15:08:48 AP_
#H RG-ES205C-P MACCWLD789205GC 192.168.110.226 78:11:22:33:44:55 ESW_
(R
THMX (1 2aE) RINFIELAIMIE >
FasE7lER ®
FTHEREEEREIERS. ALUS (SMFET FeERNE CRERET | ERE—H.
| seomes
THuRx% (5 228) ~
aERs EAIS IPittiiik MACiiihi TR
BEE EG205G (] HTLAOUT00362A 192.168.110.1 00:74:9C:87:6D:85 ReyeeOS
AP RAP2260(G) G1QH2LV00090C 192.168.110.102 C4:T0:AB:A8:69:17 ReyeeOS
&?ﬁ NBS5200-245FP/8GT4XS GTINW31N000172 192.168.110.89 00:D3:F8:15:08:5B ReyeeOS
AP RAP2200(E) 1234942570021 192.168.110.152 00:D0:F8:15:08:48 AP
2% RG-ES205C-P MACCWLD789205GC 192.168.110.226 78:11:22:33:44:55 ESW_
HfRLE

THurx (1 &%)
B asms EIS 1Pt MACiiithi BEFRRA

AP EAP6D2 MACC522376524 192.168.110.200 00:10:F8:75:33:72 AP_

(3) AINEFNRBAFTEBMAER, MAMIEEBNREFEMAZRENEETE. BRERGHINK
.

12



RG-EG RFIIEHIRE Web EIEFA} B

ot A e S TR

2.2.2 AP Mesh
STFZIFAP MeshZFEXIIRERIAP, EEEBELEIEL, TEEELSZHKANANEIZFIAN+F, SEMELIRE
HiTMeshBM, FENEFEWI-FIiltE.
A 2%
LATMEETRE BN (5449 FRHBHEHE) T TURREAP, APEAML LY, BHRKTRAE
F3 A A5 S AP K kAt 1 5 )

(1) FAPLEEMEECHEAPHIL (BEBFREIAPHIWI-FIES) , EREMFRILE, EEMNENNERT
HIME ERBRI<+AP>, HiEFEEANETIRIMEERZEMELZHIAP,

DEESHi Q| Ty O B & @ B B

Q HEvE  REM B ; ‘
it o

o EER 1/1/5° 4>
L 28 (0)

ELEERER

P 132.01K 130.84K

Pic
Bt
TR . (Cwiar ) _
® A cowemmnene. 10000 [ oncrizs | o
N
o HEE @b emsms 0 [ wew =

a0
]

Ruiiie.abc
SN:H1LAOU100362A

(2) IEFFERNNAP, RINELRINE, FIFNKEFFTERAAER, MIEEBRREFTERNZIREM

SEZ,
2.3 12E8WSH
B REL B RSaINE RSN EINE NSRS, Rt "BE" iEESNEEERE (B

MEE>>SER) .

13



RG-EG FRFIIRHIRE Web E1EFAf

mESE QY- 0 B & @ B B

Q BRKS  RENR = w N
amm 1/1/5> i
©
& =L 22 (1)
FESREEVLAN

@ H1LAOU100362A FBmL: Faifi..

EAEE S
® iy

Feiin -
A Cwrrarsnene. 1000 A

= emTm  eHE @ HERE

=) EBE

FEEO):

S8 Ioh FAoE

VLAN1 UNKNOWN

SN:UNKNOWN

0

VLAN1 VLAN2

VLAN1 VLAN2

VLAN3 VLAN4 —

VLAN3 VLANA “apiz RG-ES205C-P

SNMACCWLD785205GC

VLAN 11 test

VLANT1 VLAN1S5 ( G

VLAN22 100

VLANZ2 VLAN100 EFATE: 2022-04-29 17:13:09
»

2.3.1 REBZN

(1) =& "MIEEKN" ALRNENMIEENELRE, JSFCIEIIEEMBVLAN, [T "ERE" #1T

&,

WSRK(5)

<
VIANT =2 72 , @
VLAN1
+92.07K |.233.74K
VLANT! #&
>
11 v R
VIANTZ 5 , &R
VLANOO12 Ruiie.abc [
SKNEH1LADU100362A
T

e >
VLAN33 | —
&3 *EE I e

VLAN33 UNKNOWN MES5200-245FR/8.
SVHHHF) SN-UNKNOWN SNGINW3TNODD1T2
192.168.33.1 I

O
B (==
3”
A—

RG-ES205C-P

SN-MACCWLD789205GC

@

(2) REBTELENIVLAN, ZVLAN MEANZiRIhEHARSS SRR 2 & U HHIDHCPIBLE D, FAIAR
KRB IRSS SRR L IO ECHAE, HAM PR ERNIIEN, AR AtitiRSS
2. FTRSESHIRER, RE<T—%>.

14



RG-EG FRFIIRHIRE Web E1EFAf

WESPIERE / FINELELSEN

1IESHIRE

WEEE:
*VLAN ID: 33

USSR @ X

ENEES 2T 192.168.33.1
pHeredri: @D
SEIPER: 192.168.33.1

2HEENRE

/| 255.255.255.0

192.168.33.254

(3) FERIMPEERERENE, FEREVIANREERIE IR, [RE<T—5>,

WSHES / FinEslsi

pless2-1

EE HEAE

VLAN33 (33) BiEa®2s, w1t O Z=Emns
N4 Lol Eon o=es0 M ren i eo Mo
N;SSZDO zasw/s';;;:s VBBl 7 s n 135 7 2 2 [ ooz
GINW31N00D172 HE RN N, ol ol
YUYy EEER

MEmERE B

UNKNOWN
SNUNKNOWN

25 26 |27 28

2 4 6 8 1012 1416 18 20 22 24 18 20 22 24

i TEETTREERRS R

E&E: Gi3,Gi5Gil7,...
=

(4) BN TANEERESIER, WMATRERE<WATR>, HERUFHEREEN.

15

B

@




RG-EG RFIIRHIRE Web EEFA

Iy
USRS / FEELSH X
1 WESRIRE 2BEEARE 3IEETRBIA
ATHEZWSM (VLAN33 ) £3K192.168.33.1~192.168.33.254 BEAX15REEHMENES
BTRRERNT:

AR | m VLAN 330Pigst: 192.168.33.1 FRIAS: 255.255.255.0
uuuuuuuuuu DHCPifish. Fratbit: 192.168.33.1 £55iit: 192.168.33.254
EG210G-P DNS: 192.168.33.1 MBAHIEES (55) 480

@ .

EG210G-P

SN:1234567891234 A

2.3.2 iRETEN

(1) =& "AINFELR" FLERIRNSERINTTEMEEE.

(2) REWI-FIETR, MARERAIINESRE, mE<T—2>.
USRES / FIESA
| TEEEARE 2 umBHaR
O zrEETEEEEAPE N
- Wi-FiEi
FHRE @ 246 +5G 246G 56
MEXE | WPA-PSK
- WiFiEE e

EFEGAE

NIFRSREREIHE: 2.4GHz, 5GHz, 2.4GHz+5GHz

INEEBIERE: INZR. WPA-PSK, WPA2-PSK, WPA_WPA2-PSK, HiZEH "WPA-PSK" . “WPA2-
PSK” . “WPA_WPA2-PSK" Bf, EEIZEWI-FiZHfg,

(3) REFETLEIENRIVLAN, 1IZVLAN M AN LRIRAIEIEHEIRSS SR 2R CIFEFAIDHCPHELE S, BKIAN
KIGFVESIMIEIRSS SR SIE NRIR S FECHbiE, B PIFIEIZNIIHRN, NSRRI Et iR SS
88, RIS SHIRER, Ath<T—%>.

16



RG-EG ZRFIEEHIRE Web EEFA

WwssH

1 TAEBARE 2 usenan 3EETAWA
* usEE
VLAN FRINFVLAN

VLAN ID

RSSO MX )

SOAR/AB: | 1921681101 /2552552550
oHcriwite: @D

SEPR: | 1921681101 - 192168.110254

@) B TANEENESER, WMATRERE<WATR>, HERAUFHHEE.

WSMEE / ARhnFoilk SR

1 FEEENEE 2 WESENEE 3 EETREA

E

BTRRERNT:
(0]

AP FEEESSID: test TEI: 12345678

7S VLAN 10JPIELE: 192168101 FRIEE: 2552552550
DHCPiEih. Frieit - 192.168.10.1 £5FIB: 19216810254
DNSs: 192.168.10.1 BBAHEEE (57) 480

EG210G-P
1234567891234

EG210G-P
SN:1234567891234

= WATE

==k £
FRSRAAUETED, BPARMASMEE, DRESMEEEN HTRE. MIREN

BEHRE
(AEE-NHAST] REWME >> LIRE
(1) BEROIHRE.

a REGHEOLEREIRE.

b EFEE.

REAEMEOS "B |, JLUSREENMEOSEENAN LITRESN M TRE.

17

ATHFZWSM (VLANT0 ) 43%192.168.10.1~192.168.10.254 BH1SRESHENER

SIEE.

iy
By

i3



RG-EG R7UBEHIZE: Web ETEFAR Bt
#OLHRE BPIRRE NALHRS
HEEEE: | =
i =g ETF  EET
A 1 —— 22.39Kops
= | 1473Kbps
22.39Kops
WAN 14.73Kbps

c BEI—/N\HREES.
£ EEEE PIEEENMEOSERY), aER—/)\IRENSE (BESRERFRINWANCORN
SNEER) .

weme = -

Kbps
g -
1,500 WAN -o- LERE -@- TERE
WAN1
1,200
WAN2
900 WAN:
600
300 ﬂ
| g e e
10:37:36  10:40:26  10:43:17  10:46:07 10:48:57 10:51:47 10:54:37 10:57:27 11:00:17  11:03:07 11:05:57 11:08:47 11:11:37  11:14:227  11:17:17  11:220:08  11:22:58 11:25:48 11:28:38  11:31:28  11:34:18  11:37:08
N2
80
60
40
20

«

1037:36 10:4026 104317 104607 10:4857 105147 105437 10:57:27 110017 110307 110557 110847 111137 111427 11:47:17 112008 112258 11:25:48 11:2638 113128 113418 113708

O +i»
B TR @R E, SRR LEAS R TITAE. SEMBOATIHFR, THNEELITAE., THAS

46 S o

(2) BERPEIRE.
a mGL[APEREIRE.

#OZMRS AFENRS RIFISERT S

%2 i AT wEEE MR WEG TAREHS Kbps "

2.92Kbps

1 192.168.1105 389354 48 ¥ B4
I 5.02Kbps

[1 ] 108/m #1%

b ZREEREFPIHRE.
AIEESMNHFIIP, FEELSINK. EMTIRESERUE.
BZMEFPKN, RRERARRE M TRERFHIFER. HEFEANATA LITREHFS MM TREHE
F. AIRIBVSEE, RERERM. JRINEETNEN, PR REEE.
¢ BEENAEFPRENEIREEAE.
O #i#
REG3XX# 73k & (#fl4e, EG310G-E) X #izste, A MEHAZTREY “8RNAEFHFL”
EBIRENFR GRS,

i3



RG-EG FRFIIRHIRE Web E1EFAf s

uu..ELg —F/_;I'T‘T.%\ K _.WE;E
. BAIESH.

RL<B4E>, RETEHFTIIE B =R RIS PN AERY LT
. REFFSI (BET

(192.168.110.5)CAT 3720840

NZes TRERF. LITREHF)

BIRER

HTTPSHY

SYN_ACK

(3) EERNFRIRE.
a M "NAZRE" TE.
b FE "NARERHITFFX" .

BERS Exipr— ki =

BN FPLaRE RIFHSCRTRE

c ERABRNALRE.
AIEES M ANMNEER,

BZ R,
Fr. FIRIEWSSE

EREINREET
= REER{T,

FRERFRE. ETT

TTRE

T Ibi%’;&%

ERFAFER. fFSNARA
SRINHRTHSRE, DREREFEE.

Py

3.63Kbps
1.08Kbps

0.91Kbps
1.64Kbps

0.51Kbps
0.37Kbps

0.05Kbps
0.09Kbps

0.00Kbps
0.00Kbps

0.00Kbps
0.00Kbps

ELES

et @D

ITREHIFR MTRERF

EOTHRS FBFSRRS Juidzsesis =3
uEnestFe @D

LS WBEH wma mEee WRG WS FARRES Kbps B
I 1.37Kops

1 R R B
2.29Kbps
[ | 0.54Kbps

2 2UHE R B
] 0.57Kbps

3 HTTPSHiY =fte = . 12kbpe R
v - | 0.17Kbps
0.00Kbps

4 BEREE =it B
0.00Kbps
0.00Kbps

5 SYN_ACK E B
0.00Kbps

B () w0

d BEEEMA

MEAIEIREAA.

O #w

EG3XXF 7135 & (7w,

EG310G-E) L #iz#it

o

19



RG-EG FRFIIRHIRE Web E1EFAf et

RENA, REGRHFNRNEESRARNANS B ERRENOBAER. THRELSEE,
REAFAI (BEMIREHF. LTRERRF) | BUFSH.

(RSTRAAT) LR 2 AR -
ip mEEE MEhMM ELEo TTREHE Kbps
o2 168 110e | 83.89Kbps
. - . _ 11.37Kbps

n 10/ 1z

242 HERERT
(A EE-REAS] REHRE >> HERE
(1) BERODERE.
a MEEEOHERERE.
b MEEBERAERE.
WEREE R MEOS B, TUEEN MR OSE RN HTRRS T TR,

REFFEE24/NTE48/NTHID LEE, REXNNARETEE, BEFEE, RASRSRIENEE
HEMNEOSATEZONHEEREE
EREE wavers: [ o=

Al

556 110557 120600 130601 140603

O ¥
B ARR M E S AIRR LR A SR THAS. LEFEOATIR, THNERE LTRSS, THASSE
2]

S o

(2) EERFHLRE.
a mEBFPHRREIRE.
b EEANEFEE.
BFRREREREIEES BeAER R EENBrH R EEE.
plgn, mEE<AE>AIIIREIEEES R ITE ., T B,

20



&
&
B

¥

RG-EG RFIIRHIRE Web EEFA

BiEEE: 48 @

w2 i GARK FEE WG WL TEREET Mb Ll

889.05Mb

1 192.168.130.2 [LE PR
317.71Mb

=)

I
I 535.13Mb
-

2 192.168.110.5 3B 5753
89.71Mb

554

i
3

B o

BEZMAPN, RARAMZRTMIRERFHFFER, JTEERENEEERTSMEFIELK. £
TTIRESHIE. HFESXARA LITREHFS T TRENHF. TRBISEE, REREBHAL
LEINERTHRY, DRETRENEE.

c EERFEFBA.
O wn
REG3XX 7 Fli% & (Plde, EG310G-E) M%7 At L MiA SR @ 695 A A5 F it % 4 a0 4k

o

REAF, RESRHHNRNEERARAFNS B ERREAIIELRHKABMIER. ATRIE
WEFRE, REFFSN (BFEMIAERHRF. HTREHF) . BUFSH.

(192.168.110.5)4 0t =54 -
isikea e hemE METT BLT TInEHE Mb
he s | 315.64M
o EEER
57.74MI
= ] 60.18MI
el AT A3 1 3.78MI
. | 50.60MI
HTTESHY 5245358 B 10.32M
| 41.14m
HftTCP 33F2e | 2.73MI
! | 23.45MI
B 95 3F [ 1.02MI
| 20.76MI
HTTP-B2i572 135308
| o.48MI
1 5.05M|
5] 42 55 34 # ¥ .
BH: @ == #19%

() BENANTRE.
a RGNAHEREIRE.,
b FERARERITIX,
O v

HERAFHRENGGTFRRE—H., TRE, FHRAE, HALARETHTE.

c IREREFEE.
N FEHSERERE A EES B AR EEERL R AP EE.

21



RG-EG FRFIIRHIRE Web E1EFAf
BN, mE<AE>TGEIEEES TR E, W TERTR.

BOFeRE BPRERE
M 48 @
wangsite @D
ES BREE iR hexE BT BLET TOREEF Mb L]
o ——————————— 204.60Mb
y =it ]
I 375.44Mb
| 67.10Mb N
BURE I | B L
u 38Mb, ~
3 HTTPSHIYL Hftt 1 10.50Mb L=
u 4120Mb -
BAWTCP B L)
| 283Mb
| 3.45Mb
ERRA AT EFEE | 1.02Mb B
- 2 3 4 SE/T #1198

BEZINAN, REFANERTNMIRERFFFER, JEERENEEERE N ABRINAETR,
ENAE. EMTREFHE. RS HTREHIFS NIRRT, AMRIEWSE
EREHN. LRINHRETIIRE, PRETFEE.

mmre=itF @D

L e 0] FkRE  WTG WG TERREF Mb Lo

I 315.64M
=e e
I 57.74Mb
N — 1om 5
2 svars Eeas 1 N #
I 9 ~
’ =it 55
[} 10.42Mb
I 2137Mb
R = 1 279Mb =
| 4sMb
s = amERER wa
| 102Mb

ESLES

d EENMEKEA.

iy
|

Bx

Ffr

AnY

r 12

O #iw

REG3XX % 7% % (Flde, EG310G-E) X HizHhfe,

RENA, REGRHHFTNNEESRIARNANS N BFAERREXNNBEER. RELSE
REAFAI (BEMIREHF. LTRERRF) | BUFSH.

(any) = ElRERE4 .
ip TS hewng METo Wi THTREEHF Mb
| 889.05Mb
192,168.130.2 SEF 15 50
| 317.71Mb
192.168.110.5 3B 8530 e
. 3 " E) 7 r g
5308 = 57.74Mb
B 10%/H ==

2.5 BF URL B®E

URLBSATICRABTAMIRE AR — 2 1P RIGARIMuGEE . IREFIETHER.

22

i3



RG-EG FRFIIRHIRE Web E1EFAf

B

Q

REG3XX % 7% % (4=, EG310G-E) X #HizIhhe.

[ANEBR-TERS] RSN >> URLAE
(1) FFEURLBEINEE,

RE<BEFE>, RE<HEE>.

Ruijie | fRcycc

FHEE(EG3106

- Ommzmst HTRAPP Q2RARE @ESHR

& REBLE

® mA

© ExEE

© wzem

(2) (Fik) BCEXCRIP,

RAANCRIBEAMIRENNEICR. IRFERRSERE MIENAEICE,
£ "(NUCRIPH" MAIREIP, HRE<RE>.

Ruijie | iRcycc

FHEE(EG3106

FERE  URET  mEEm

'R

O ==mTEURLES

ALURE "NERIP” .

FRAPP Q2FER @REE

& BERS
® wzAe
© maEn
© mzem
fulRere -]
& VPNEE
& EREE
@ wmpiR

E ReEE

<R

RERE RS

Ll ©)

i

2022-07-22 1457
2022-07-22 1457
2022-07-22 14557
2022-07-22 14:57
2022-07-22 1457
2022-07-22 14557
2022-07-22 1457
2022-07-22 1456
2022-07-22 1456

2022-07-22 1456

B :

3

1921681105

1921681105

192.168.1105

1921681105

1921681105

192.168.1105

1921681105

1921681105

1921681105

192.168.1105

5 6 - 37 O

PERE  URLED  mEEm

| UERP | 1921681105

IR

1

1

1

10%/A

23

http://112.65.193.167

https;//gecko-bd feishu.cn

https://safebrowsing.googleapis.com

https://apiim.qcloud.com

http://rq.upgrade.drivergenius.com

https://btrace video.qa.com

https;//h.trace.qa.com

https://mobile.events.data.microsoft.com

https://vipkshttps12.wiz.cn

https://az700632.vo.msecnd.net

wiHER

BT

T

T

T

BT

T

T

BT

T

T

36658



RG-EG FRFIIRHIRE Web E1EFAf

2.6

B

O ww

do RE BRI FIAH AR LE T IFILE,

HECAETERIPY F a8, SR E<RA>,

(3) EFMENCR.
RETLRCRFRER, 81F: ME. IP. HAREFER.

THEEEBIP, URLIE(TEZ,

Ruijie | fRcycc

FHIETE(EG3106

& RERS
® w2Ar
© mrum
O meEm
 FHEE
& veNEE
= BRER
@ s

E ]

<R

Ruijie | fRcycc

& wEnE
@ wRr
® mExEE
© mzem
i e
& VPNESE
& FREE
@ o

E RmeE

«uEE

EEE SRR

=72 @D

i)

2022-07-22 1457
2022-07-22 1457
2022-07-22 14:57
2022-07-22 1457
2022-07-22 14557
2022-07-22 1457
2022-07-22 1457
2022-07-22 1456
2022-07-22 1456

2022-07-22 1456

m:

FHEI(EG3106

REE ZMRE  HeRE

sz @D

CE]

2022-07-22 11:13

10%/A

BEERLE

SMEFERE, ENREAESNSEERHTEERR, HUBNBRLR. /E "§Eh0" NEER

™, TEESERE. ARFRERERLE, BEEMRLEHTHIEHESHE.

FeRE

[UR=E ]

P

1921681105

1921681105

1921681105

1921681105

192.168.1105

192.168.1105

1921681105

192.168.1105

192.168.1105

1921681105

URLES e

3

192.168.110.5

RERIP E o}

IRE URL

1 http://112.65.193.167

1 https;//gecko-bd feishu.cn

1 httpsi//safebrowsing.googleapis.com

1 htps://apiim.qcloud.com

1 http://rq.upgrade.drivergenius.com
2 https://btrace.video.qa.com
1 httpsi//htrace.qq.com

1 https;//mobile.events.data.microsoft.com
1 https://vipkshttps12.wiz.cn

1 https://az700632.vo.msecnd.net

P ®

HIERE URL

2 https://suggestion.baidu.com

24

HHER

365 %

E3E



RG-EG FRFIIRHIRE Web E1EFAf

B

wHSH QTN O B L @ & B

o x B O

® B

1
H

>

BRKS  REm BN
BB 1/1/55 4>
N 28 (1)

FIRFESVLAN

HILAOU100362A TEBSH: FserE..
A

L (6]

A commaranee. 1000
enHE e lAE @ KEEE
WEH —_—
2% (0:

Hiksg ioh

VLAN1
B (2):

VLAN1 VLANOO12

VLAN1 VLAN12

H 1
b = 4 AP
&
i
TR
Ruijie.abc
SN:H1LAOU100362A
|
oo
| ———— A
FHIEE : s e
UNKNOWN NBS5200-245FP/8
SN:UNKNOWN SN:GTNW31N000172
|
e
m ETE]
N
APH RG-ES205C-P

SMN:MACCWLD789205GC

EERIAE: 2022-04-29 17:31:18

O ===
gt

ERAE:
TEBCELANLIRER,

«@

H1LAQU100362A FEGRL: LANT/WAN3 Aseifi@dviani2

25




RG-EG R7IIKHIREE Web EIEFA} MG E

3 muziss

3.1 (BRI {EEX
3.1.1 IT{EtExX

EENEEEE14  TIEERNE.
3.1.2 B4EMAEMT

ERETIFEANENR, TLIRERSHEEEMAINEE. RAFFE.

FEEAMKIITIE, REEBENETRAININAIME TS, RERERERASHTEENHFRS
2REE. ERRENWebEEE, AIUEEIBMISNERES. FEEHEBH AR RS 7R
EHHTEEMEE, BIURRTTE.

RABEMKIITIRE, REEMETEIRIN, BIREFAMRERET. ERWebFREEIHRERIE
HTEREMEE. ENRERGRE, IrFERENASLBRE, IXHEEMNKITIEE.

QO ¥

o ACHXZAF B 8L RA KL

o FRAWAAN, TAREGLAGEAREHALAAL.

o FrRAXHAMMANSR, KEWebMBELERATHRELZF GERLT  WBREERNG) , HHAERE
FTHRPH N B FHAERL ARG EIAND,

3.1.3 BeEHLER
(FEE-TEES] REHS>>IREFHER
RS TAFRICAIHTIESL.

A 1%&
MBIEEKXSRE BT HERBiLE, FHiEmEt,

26



RG-EG RFIIRHIRE Web EEFA

| iemmn
AIFEEEE TEEERPEL
33% 1
T ]
BEES: EG210G-P BEETR Ruijie £
MACHETF:  58:69:6C:00:00:01 TietEs: |EmEst &
BR{RREE: 1.00 FIHREA:  ReyeeOS 1.86.1608
| some

-

LANO LAN1 LANZ LAN3 LAN4
162.168.110.1

fi|l: 2022-04-12 11:10:28

BEMES: FACO

MG E

«

ACIIEEFFX: HRBENBERIAFEEAMAIINE, AIREACIIEEX. FBACIHRERE, BEAEIANRE

BEEWACIIRE, FJLIEETERKRE. X, REFEZTEEMNITENACHREETE KRS,

i
1. &R, EEIPolsE e
2. fEEzimtnnt, 1HERPingEES
3. NS e It SEnAAWEBES:.
4. Zoidis e ERA RS,
5. TietErliasin g A EEEE.

TieiEs | EmiEn @
sam=n @O @

Aaneert= @D @

3.1.4 BEERANAE
(ANEE-TERS] SEHS>>18SEmEEa

FEEENAR, AAREEENHEERENEENAE.

EAP/AC: BFRIEANACTIEIE FELZES.

27



RG-EG FRFIIRHIRE Web E1EFAf LR E
MAP: ZEEEIEHMIZANACEIR, MAPZFAP/ACHKE—EIR, 2N TEMBIRBE AT AEMSK, B

FAP/ACT A,
B
REEER EERPHE BRORE: CBR
B ZEERIT: 18 6T 46 55 30 7
30% 1 ESE):  2022-04-13 10:50:47
REFHER
IBERE: EG210G-P BEEW:  Ruijie £
SNE: 1234567891234 MACHEHE:  58:69:6C:00:00:01
Tielsst:  gaeaisst O EEEEEET
B 1.00 PAREA:  ReyeeOS 1.86.1608
pYTr .,
3.2 Ixig&
REROSHEHEZEROES.
Y s —
3.21 IgEIROBSMER
(ANEE-TEAS] EREE>> KmIIRE>ERRE.
EARE WwOEE
RgE
ESsiUROEMES F% WL B iR)
| o=
WIL/EE i
] BOFEX i (3
RERS SERRIAS RERS SRR
LANO F= B/EH SREN/RED Bzl 40 228
LANT/WAN3 FE B/ ESSES] Bzl eS| 54
LAN2/WAN2 F= Bal/E SREVFA *i3 A 122
LAN3/WAN1 F= B/EH SRE/RED Bzl S| =5
WAN Fi= Ba/85 £%T/100M Bzl Bzl {5

(1) EFFRENRO, [/E<E8>.

28



RG-EG R7IIKHIREE Web EIEFA} MG E

w: LANO

L F=

el JiEEE Bl

TiEEss: =k
T =4

() BBHROENSE, HaE<mE,
3.2.2 EEIKOEGE
[AHSE-RERS] EASE>> HOIEE>->HOEE,

BEXNRE jomiy

| RO O 23588

TRESIES D FREST—R O BT

] RrEE BABHIEE (kbps) B RETS eSS CRC/FCSSRE AR/ A RS IR

LANO R 0/0 0.00/0.00 0/0 0/0 0/0 0
LANT/WAN3 SR 0/0 1.05M/3.86M 5416/7477 0/0 0/0 0
LAN2/WAN2 i 0/0 0.00/0.00 0/0 0/0 0/0 0
LAN3/WAN1 ESe=— 0/0 0.00/0.00 0/0 0/0 0/0 0

WAN 100M 0/0 241.48M/63.87TM 605959/254336 0/0 0/0 0

3.3 IWEWAN[O

(A EE-TEES] EAEE>> WANIRE
RESHMESEIKEN, AFSKERERTIE. IMREIZKRIRE, REESWANONEARNLSEHGL, B9
LUK BRI Dz Eafitady@Em,
A &
BRPEOIFRNLELRR Zm LG EEF, HARERANE,

3.3.1 2B LMK
(AHEE-TERS] EAEE>> WANRE>> SR I =8 T

RH=MGIUENERK: 8SIP. SSIPFIPPPoEIRS, iSHRIBSCIRESHECISREHITIRE, 5515 LK
RE (BHEER) .

29



RG-EG RFIIRHIRE Web EEFA

O rmE=nE
smgeps =2 R
WAN WAN1 EERE/ARIEE

*EREEE mpEIp

1<)

DHCPRFS F 7T EMR S

i

IPHElE 172.26.1.120
FiiES 255.255.255.0
Wil 172.26.1.1

DNSEREESE8  192.168.58.94 192.168.58.110

SRS

3.3.2 {ZpX MAC jthiik

(FEE-TEES] BEXEE>> WANIRE>> BEIR/IER/ =2/IILRK>> SRIRE

MG E

ERZERHTR2MER, REKMIMACHIATREAR, WAETLAEWANCRIMACHIHERRAIAIMAC

sk,

RE<BHRIZE>, WAMACHIL, [RE<REF>. TEARBRATEESEATAMACHIIL,

30



RG-EG FRFIIRHIRE Web E1EFAf

WAN WAN1 EEE/AERE

*BRESE zhsIp

DHCP#ES MRS
IPHElE 0.0.0.0
FERE 0.0.0.0
sttt 0.0.0.0

DNSERES8 0.0.0.0

* MTU 1500

* MACHBiE 58:69:6C:00:00:02

802.1Q Tag

2558 ®

3.3.3 {EX MTU

(FEE-TEES] EXEE>> WANIRE>> BRZIR/AERR/ =&/ R>> SRIRE

MG E

WANOBIMTURTRWANCO RPFET R AERETT, EBIAR15005FT., BEEERNERMREIASIEQARE

BREIEAIHEGREY, SENERENEEEZSIR, WHREENMTUE.

EREE

*MTU 1500

* MACHEHE 00:d0:f8:16:22:77

802.1Q Tag



RG-EG FRFIIRHIRE Web E1EFAf LR E

3.3.4 \SETH%H

(AANEE-TERS] EXEE>> WANIRE>> FAZER/AELRR/ =5H/MN5EE>> SRIRE

RE<BRATLEE, RESAIWANEGRESHERAMEBLIR, T4—RBTHISENRENG, TiXEhEE
BW, HEEsSINETeN.

SRR
*MTU 1500

* MACHEHE 00:d0:f8:16:22:77

802.1Q Tag

|
0
5

(:)l@ { S5 BETESAEERNSEEE, HIESSE LS55,

3.3.5 iZE VLAN {7&

(FAEE-TEES] EXEE>> WANIRE>> SRR/ =5&iR/IME&ER>> SRIRE

HBoIEERSERENMEIEEETVLAN ID, NELFFEARIIEEFFAWANCIREVLAN ID, BRAXFIVLAN
TREINRE, TR RIBEE RIS,

=Ras
*MTU | 1500

*MACHEHE | 00:d0:f8:16:22:77

802.1qTag @D
*VLANID | 2

3.3.6 iREISE bl EEEE
(AN EE-REES] EAEE->WANRE>> TR =0 1>~ S BRI M ERR B> EERRE

SEIRERT, FEtiFESEARESLRNOENIZERR, SEMSRIzEmibitFEENkE, K2 "8
(EEURERE. RRBHIEERE" AR, BRETEmNR, SSHERERIMLSIEE.

32



RG-EG FRFIIRHIRE Web E1EFAf LR E
| Ezmina

Attt EErRE S PR iaEmiE | SiRiEoEmitiiEaaetes , ARIMBEEE
IS, RBMEEROENEE | BnEnEminn | TNSERENRESLRE. MEEMELETRE—
=R , AEGTRHh R,

e @D
WAN | s

WAN1 | B3

WANZ | =

WAN3 | =5

3.3.7 RESHEBEAHIER
(AHEE REES] BALE-> WANRE>> WERK/=ERK/MER>> SERRRRE>> SHHRmniE
iR
SEIERT, EREBIERLRE, FRRBSRBREERH TR,
=31 AR

AR i8R

MEEWANORINEELGISE, NEEWS, FoikiREsK,
SR AR R ERIEESWANOE,

EE
fFlan: WEEE FWANOFIWAN1 ORIES SR E 302, NIRERAE3: 25
SEe, WANSE60%, WAN15EE40%
FEOTEEER, RESMETEND, EROLKEKERN, REBNTERE
g0

FEEL

EEAMEIREEESWANOAE/EZO, SNE/ERON, HFRERD
NE (RYEHREIN5RER)
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| sumnmEtics

RS TIRIE I FE IR A SRR |, RS R IR NSRS T,

1, i9EESR | SESEWANDEWSERESE | HoWANDIWANISNESBREER3H2 |, IEELSWANSE
o 60%, WAN1E40%,

2, =& ZENTFERR , RELFEDED  TelladHfEs  RESmNERIEER. &1Z/E20N . 75
REVE(REHETIRE).

GEEr |

IEERE  ETEETE

SR SIAERY  BEE ETIEPETIE

*WANE 1
*WANLWE 1
*WAN2 |E 1
*WAN3WE 1

EERESRIAYERIG, TR SRR AHIE ISR,

+®3-2  IEREERAR
YatTeRng i8R

ERRE, ZHRREEETERHTOR. RP. BRIP, FrH. BiR
HFXER BRI S B TR — &

B, ZHEAEISEERRIPIEADRKE, B— 1 BEF EEEFEP) &Y
ETRIPHTIYE REWHERIR—MEO. TERR—BPIRERD REIRRE 5
B8, PEEMILEISIRISE XS

BTzt T19E

BRE, SikasEERRPTIBNIPIEADFIKE, HEEIRIPABEIPH

EFRIPHBRIPHE
TRPRBEPEE | nampmam— w0

BRfRE, HHERRELETE, SHIRhrai, NARGIMRETHERIT

Dims

L=

3.3.8 HeELIRIFNINGE

(FNEE-THAS] EAEE>> WANIRE>> ZIRER

EEEZWANOJE, BIEERUINEERT LGN REEE SINNER. WRMERE, WREHATIED
RURERERER, aNfadctSfr, SRERERE, HELEERERS.
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(1) EWANOZIRS, EREEERELBRNIEHWAND, [E<igs>.

WANO WAN1T EEW/ABRE LRI
e
0
ERSWANE, STWANOLE " " AN EPIng BN FASME . AEPingBE B, HRORSBEERT: MBESPingl HEFRORN, BOKM E5 RS L@0ERPingNE FERERRE, BOSM WL RS
#®0 FRES (94 5) _HEFTRSE AR FEMEiEhE ws BE
114114114114
WANO 5 8 3 www.baidu.com wE
88838
114114114114
WAN1 5 8 3 www.baidu.com B L4

8888

(2) EcELIRIRNINEEERSEL.
24 1588

PSR Rt TERERNRREER.

ARERERERRNIERE, FEE BRI B RIEAXPingHE. WNREE
EERTRRE Pingi@, EIELPingBREIAENRERT " HERATHRE" | MIZWANIRESTE

EERERERNRNENRE, FEEEhERNBauttibRXPingHE. MRTE
TR PinglE, BIELPping NEBRNREIAZIRER "THMFRE" | WIZWANIR

RBURIEPingiHE R BRIMEIE,

WREZRERYHEIE REZIFRBEIN BN, ERUSE P LREEEE— M e IEPingiH
B,

(3) mE<HE>.

34 ZELANO
3.4.1 (€84 LAN [Jitht

[ANER-TTERS] EASIE>> LANIRE>> LANIRE
mE<IE>, MANIPIIRIMAGER, mE<fE>. BT IRSLANONIPHEILE, SEENSEEREmNAFTIIPHE
WEFER, FeexhRBREHTERENEE,
O ane= @
| LANIZS + o jmiite=ill=3

BACHSEE 8 3R,

|PHERE PR VLAN ID &it DHCPHESS Fatht FEIPE HonHEER (53) B
192.168.110.1 255.255.255.0 ERIAVLAN - =55 192.168.110.1 254 30
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*IPHBEE | 192.168.110.1

*FEEES 2552552550

=it
*MACHEIE | 00:d0:f8:15:08:48
pHCPES @D
* FHEMENE | 192.168.110.1
*SEIPE | 254
* HEUPREER (53) 30

DNSEESRE 192.168.110.1 @

3.4.2 {ZpX MAC jthiik

[AEE-TEES] EXASEE>> LANIZRE>> LANIES

EEE N PAIRIRIZE A T B LEARPILRTTIR & T MAAVEFSARPRERIT (EMEAYIPHELESMACHENISE) |, 7E
BRI RN, RMKIPHHHASAZMMACHIER 4T, IPAKIHKEMI EZZIEIMKAIMACHELE, AT
IR TIEBUERIHRAIEASARPEIN, IR LUSHS S HILANCIMACHINHS B RIS SFHIMACHENE, (BN AR

IEE LM,

MRiE<i&>, BMAMACHEE, REE<iE>. TETRBERASEENLANONSIAMACHELE,
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fEet

*IPHEAE | 192.168.110.1

*FREEES | 255.255.255.0

T

*MACHEIE | 00:d0:f8:15:08:48

pHerEEsS @D

* FHEMIE | 192.168.110.1
*SEIPEL | 254
* {HHERE () 30

DNSEES#E  192.168.110.1 @

3.5 €& VLAN

3.5.1 VLAN &t

VLAN (Virtual Local Area Network, EFABSIHMN) EE—MIIEHILANTBE LD ASAN BHANBERA.
FVLANESMS 1B, VLANRIENERILIBEREERE, MARVLANZ BRZEREN, FEEEEE.

o ImHIITENE: IREITERSUEVLANRERER, A2 IIEHEVLANRIMEE, HETHE.

o IERREMNTEN: BTVLANETRISH &, BEMAREVLANGGRSAEERE, RRVLANEIAR
EREEIEE, 15T MR,

o FMENEE: EE—MIEMET, ATLFIBVLANEAMSAEINBEMLE, HEREMEERIINGG
Y, RFBIEHVLANEE.

3.5.2 gl VLAN

[AEE-TERS] EAEE>> LANIZE>> LANIRE
BEME LIS 2 NVLAN, mad<iiii>i&sH, SUEEVLAN,
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O nis= @

| LANigE fitr=ilc

BACHFAE 8 SETR.

1Ptk FPIRERS VLAN ID it DHCPRESS Frathr S3BCIPEL HuhbFEER (53) =BE
192.168.110.1 255.255.255.0 ZRIAVLAN - [=Ea= 192.168.110.1 254 30 =
192.168.125.1 255.255.255.0 125 = [=5av=1 192.168.125.1 254 30 & ke
en0 .
* [Pt

* FREERE | 255.255.255.0
* VIAN ID
=%
*MACHEIE | 00:74:9C:53:C2:81
DHCPERE @D
* FruatthiE
* SEGIPE
*HERHFERA(SE) | 30

DNSIESEE -0

B E WasE
#3-3 VLAN BBESBHEIRE
8 i58H
Pt IREVLANEORIPHEE, BT 25050 AR EAIZIA
WK RLIR & 9% IPHsE
TG REBVLANEZ ORI PHENEHTFRIFERD
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8% 588

VLAN ID VLAN#RIR

&E ESVLANRJEIMER
MACH 1t IREVLANERIMACHEE

REDHCPRSSEEINEE, FRERImMARIRSE A BEE AR
FIP, FF/SDHCPRRS G, FEEEDHCPRSSESHECIPAIFF

DHCP
55 SR, SECIPEGFOMELIFREE, F=Z4FECEDHCPIRSS 881%
I, ReB¥EES%3.8.3 FEDHCPIRSEEE.
A &

VLANBL & 5 FIREC B A KB, Wiz &R E,

3.5.3 igEixO VLAN

[ANEBR-TERS] EASE>> HOVLAN
AREER T SaimOVLANKISRIER. B/ ELANIZEECEVLAN (8%3.5.2 GIEEVLAN) |, REEAR
EPRTEFVLANGE IS ORS.

TR TAXIMANETHE, £ FAERIEEREVLIANSIHORNRIR KR,

® UNTAG: ZEVLANimOAINative VLAN, BlimO#EUICEIZVLANEIR S AP RIS VLANIRRE R A H
F B HiRORKEIFRET VLANTRRARSZ, SAIRFT LIZVLANIRR, {ERIZVLANRRX SR HE. B
MNmOREEZRE—1VLANAUNTAG,

e TAG: REVLANNHOASIFEISAIVLAN, B ANative VLAN, BIVLANIRSTER S ARHSIESRE

VLAN#RIR,
o RIA: ZBEROARIFHZVLANGHRSOED. FIZNVLAN 10F0VLAN 20410 ANIRE2, RiEsO2ARKIAVLAN
10F0VLAN 20H91RXZ.,
OVLAN
o EAELANIZEEEINVIAN, AREEFRREEEEETVIANGROES. @
| ®ROVLAN
[ = stz
LANO LAN1 LAN2 LAN3 LAN4 LANS  LANG6/WAN3 LAN7/WAN2
BIAVLAN  Unrac UNTAG UNTAG UNTAG UNTAG UNTAG UNTAG UNTAG
VLIAN 222 Tag TAG TAG TAG TAG TAG TAG TAG
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3.6 1ZE DNS

3.6.1 &/l DNS

ZHWAN{EFIDHCPIMYELPPPOEIMYET, IREGEZNERENDNSRSS 2. WK ERIRER FADNSIRSS R, &
EFEIEUONSIRSS =S, TLAFNREHHIDNSIRSS .

(FNEE-TEES] SREE>>AYIDNS

AHIDNSHRSS RS : IREAYERRIDNSIRS S, WRFES, FENERTHEIRT

O =200 snesTEONSES S

EHLDNSHIESSE

3.6.2 DNS {2

DNSERSHRAEATREE, RENASN ERIREPIREUSE RS IR,

(FEE-TEES] EFEE>> LANIRE>> DNSHE

DNSHIEEFFX: BRAXKT, FERIZER FAAIDNS, DNSEEEIEIR, TaeHIliRSIHEMmITAY, TEEER
[ERESR. BINRFRAL

DNSHRSS®S: KiniReE EMEGABMER_ EFIRERMEAIDNSIRSS 28ttt EIIRIFEOA. FHEDNSIEFX
&, FEBADNSIRSS=RIPHLE, SHEXERIDNSAE, AIEHStzER.

LANiz= EFimr= ESHnitoEr DHCPiZEIR DNSHEE

o DNSERESABSE RS VRS, SE5 2 FESETEIDNSES St

s=r= @D

* DNSHR=S+=
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3.7 IPv6iZH

3.7.1 IPv6 @7

IPv6 (Internet Protocol Version 6) , £FRABEMIMNYEEGH, SEEEMTIEFSAE (IETF) RITHBTFER
IPVARI T—IPINY, AT RRRIPVAIFIERIRE I R A B0,

3.7.2 IPv6 Eif

1. IPv6 jbhiti&st

IPVERIEHHS R IPVARI32( T FER12807, TEITFIPvABE B ARIMEZSE,
IPVEHEHEAJEAARTCAX X XXX XXX, 128(IA0IPVEIBIL RS S (1) SWEAsH, SHNN16MIA4I N \HEF
F (0~9, A~F) kFER. HEFED "X KF AN HEE.

flgn: 2001:ABCD:1234:5678:AAAA:BBBB:1200:2100, 800:0:0:0:0:0:0:1, 1080:0:0:0:8:800:200C:417A
Heh, MFIPveitithigEF "0 AILAEMTHEE AR :

o EISAIORTLATIRR. FIaN2001:00CD:0034:0078:000A:000B:1200:2100F]LAB
2001:CD:34:78:A:B:1200:2100

o RLPveibiRETREE R —IKERI0, FOIFA " SRERIX—IKERRY0, BPitBiF800:0:0:0:0:0:0: 1R LARER
731 800:1, RBH1GALIHOMNA RIFRATESEN, BERIMESERMEIRREEHI—IR.

2. IPv6 BiZg
IPvetEit R NSRRI 4E Y :

o [WILREILR: ntths, HHETIPv4iBUERAIRILRID,
o E[FKAFF: 128-nttfs, ST IPvABitRIFEHLID,

MERISIKESIPveEIEELSHT (/) X%, fFiE0: 12AB::CD30:0:0:0:0/60, F~itbitrh AT SEIRHIIBIZE
E/960fI, |Pv6 DHCPRRSSES S ECIPVOIBILAT, FATLAMIPVORISRREIREL. BUSktEAILABEIAIM LiizDHCPR
SRS BELA TFDHCPARS 2L,

3. 457%AEY9 IPve6 Htbilt

fEIPveR, thfFE—LURFRRIPVeItELE, 4n:

fe80::/8, HEEEANMbitNE, SUTFIPv4AI169.254.0.0/16;

fc00::/7, Zithithtit, LIFIPv4A910.0.0.0/8, 172.16.0.0/16, 192.168.0.0/16%%;
ff00::/12, EIEMIE, SUTFIPv4FI224.0.0.0/8,

4. NAT66

NAT66 (IPv6-to-IPv6 Network Address Translation, 1Pv6-to-IPv6IZZibiitaEin) 2IGIPveEdEIRSZSLHHIIPV6
ML B — N IPVeIEIEAGITFE, NAT66RIZREEHRENAT66HI—FIsCIN AR, ELSIRSCELFRIIPveEHEAYRIER
B —NPveHEIEISR, SCINIPveHBLEERR, NAT66E]LASCHIERMLE SHMNBATE ML T,

3.7.3 IPv6 Htihit S Ee S

o FiE. FafcEIPveitit/RISREMNERESEL.

o FTIRESHISES, BISLAACHI. HiEOIDAMMERA N, BRERAESRXESNARERE
SNECE AL,

o BT HENMESES, BIDHCPV6/5. DHCPV6X % /980 R
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o DHCPv6E#ZEL. DHCPVEiRSSRREFIECEIPVEitbiL/RISR R 2t ML ES 4L,

o DHCPv6 PD (Prefix Delegation, BIZR{UIE) RISREMSDEL. TEMEIRED LEMKIRERHBIRS
BCEHiE, LEMKRIREDESERSEURIRE TRIRE, TRERSERENAE AR —RIKENT
64) H—TEHNHEAD MEMIRISIKERIFRMER, EMAS IR FET KBS ESIPVeEEE
AR L, SSRENAIEERECE.

3.7.4 IS Pv6 IjJEE
[FAEE-TERS] EAEE>> IPV6IRE
EH<EEFE>ATFEIPVEIIEE,

IPV6igE
o 1. FF2IPv6, XimlPv4 WANCIMTU, #5%87-71280.
2. EES4IPV6 LANES, FTEse b, HaE—WIANESS "UNTAG" , EHEVIANSZRASS TN . & wOVIAN' EEs.

=% (@)

i

3.7.5 i&E WAN a9 IPveé itk

(A EE-TERS] BEAEE>> IPv6iRE>> WANEE
FEIPV6FFXE, ERWANIEERE, WAN_ VO M LBHESWANCOHREE.

IPv6isE
1. FFEIPvE , FERIPve WANCMTU | 443 F1280,
2. EES/NPV6 LANST , ETSRE AR . Das—VIANEES "UNTAG™ , EEVIANSBEES: RN . B ROVIAN TEES.

v @D

WANEE LANEEE DHCPvEEFIR

WAN_V6 WAN1_Ve

FERSERL | sl

IPveitit  0:0:0

IPvEEIE

pazEIE 0:0:0

DNSHESREE 0:0:0

NAT6E

*EOARSEASER | O BN
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#3-4 WAN O IPvé lblt e BS 2 k%

24

1588

REBEWANOFREUPvEHEIAI AT :

o ZIEIP: HENREHIEADHCPVeEFin, [ LiFMEIRERIS
IPv6itEhE/FIER

o HEIP: FEFIMECEFHTSHIPveIbIL, RMXHBIFIDNSHRSSES
o 75 BRIWANCIEAFEIPvEIIEE

IPv6ithiiE

HEXR AR ANESIPHIET, R EEBREEIRIPveiEiL;
LEMARIHRSIPARN, EEFEERNSEH

IPVEHIER

SEM ST NEEIP IR, EERNREREE T L& AR
IPVEIEAIRIER, BB FEREEIRIIPVERISR

Sl

SESAEIEIPHEIRS, BRREEEREEIRIRI KL ;
LEMGHARSIPAR, FEFIREFSH

DNSHRS 28

SES AP, BB REEEREEIRIDNSIRSS 2R thiL ;
LB ARSIPHIR, FEFIRESRSH

NAT66

INRERIRELFBI FEIPTIERR, B TTiZ3RENE] PveRiER,
MFEEI FFENATE6INEEN /A MLRim S BCIPveithit

FAOAREBLIER

IRESRIZIRAVBOABBINSER, B, ERkES. B—B8
btib, TERXFRIGIRET USRI RS R BRI E AR

A &

RG-EG105G#"RG-EG105G-P 7~ £ #NAT66 % ft. .

3.7.6 iZH LAN O#Y IPv6 Hblik

[ANEBE-TEAES] EAEE>> IPv6iRE>> LANEE

LIRBEISIPAHTIEARNL, TR SRS ELANCORIPYeittE, FHEidPveititaigEskh Bis M+
WiIRSTEIPVeIE; & SR TTE ARG EHEIPveIEIEETE, NEEFFALANOBG S — NPVt giss,
FHEISFFENATE6INEE (2M3.7.5 REWANORIPveibiE) SkABEM-prIRimSELPveitbit,
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IPVGIBE
O . 7= xRV WANOMTU | 2T 1250,
2. BBZMPV6 LANGT , BHEEEMNGED . REEE—WLANZEH "UNTAG" , EMbVIANSEESESR AN . BE "HOVIAN" HEEE.

et @D

WANEE LANEE DHCPveEFIR

LANIEE + FRA0 O jinzyillas
BACTHAE 8 S40E.
VLAN ID Hiht 53 Ee = TIIEEREH FMID TIEERIKE IPveiiht/ KR e
N Baf 0 64 2R Mk

REEIAVLANI<EM>105H, 1 "IPVeBItARE" —12, HEE—MKEAKFe4A9ARM I, ZitsibERFE
RIPveitHtRTER(ER.

S E S RARIRE AR iR BCIPve iAo = -

® B EREAFEADHCPV6FISLAACKFH ST L% ELIPveitiit

® DHCPv6: {FFDHCPVEIMY %R ELIPveibit

® SLAAC: {#ASLAACHNY A% ECIPVEItilE

o K. F&imsyEcibit

TSR —FPY S ECHE, BURTAMZHRSSERNY, RAHE, ®EF "Bah” HRAE.

&% ~
EASEST | B @
IPveitiE/EE | fc:0 64 @
=migE

RERASRIRE, JLIEEESIIEY.
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=5

HeRSERS T

PVt =

TEIERETR

TR E

FHID

* HEUPREER (o)

DNSHES=R

64

30

@

@

@

@

#3-5 LAN O IPve itlitFeEEEibiiE

o i8R

. RE M MECRENETES, f0 "WAN_V6" . “WAN1_Ve" &, Zfj,
— FIRBETR ;i%ﬂ;;x SRENAETER, % %, BA
FRIRIEIKE REFMRIEAIKE, BEBE/I48~64
F/ID BREFNID, +7OHHIER, 0R~ENEE
HEhEFEER REIPVEHENFRER, BRI ASH
DNSHRS588 ECEIPv6 DNSHRS3 28

3.7.7 &5 DHCPv6 ZPi%

[ANEE-TERS] EAEE>> IPVv6igE>> DHCPV6E iR

HiRBIENDHCPVOIRSZEE N &R EL PV, BILEHBITNE P EENREIREE IPveitItIZEFIRER,
BIEE PN, IPveitiit, RISFEHIFIDUID (DHCPV6 Unique Identifier, DHCPVEIREZHE—IRRET) .

ERF=HBADUID, _E

, ATHREEHIEEDHCPV6E FIRAEXIER.
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IPVGiRE
o 1. FFEIPG , FIEIPvS WANCIMTU , 24770
2. EEEPV6 LANST , BTEREAG

VIANGATES S TRON . EE “ROVIAN" HEEE.
rvsitz @D

WANEE LANEIE CHCPvEE S

o BRI
SRR NEEEDHCPHIEFEEREE,

| =

ES FilE IPv6iitht FERHERA (53) DUID

T
il
i

3.8 i&E DHCP R38R

3.8.1 DHCP BRS38ENA
EEEM T EDHCPIRSRRIIRE, RESsCI Bl ARImKE NAIPHEIL, 1HEZEELANCOEGEZEWI-FiRv&is
REIREN R A TIERE X,
DHCPV6iRSS2IIEEEXINBIESE3.7.6 IRELANCOAYIPvEtEL,

3.8.2 ity ECHNE

DHCPRRSSES1ZRRUN N E 9% FimisE I Pk :

(1) REFKEIDHCPEFIREEIPHILAIERAET, BSERDHCPRESIEISESIZER, WNRIXEGDHCPEFiRHY
MACHENEFEDHCPERSIBIE S ECHIR S, IR RAYIPHEIE S EC4RiZDHCPE Fif.

(2) HWNREBIPHIIHIDHCPE FisEIMACHEIE AR EDHC PSS EIFIZES, SiEDHCPE FiHERISHIIPi:
IESLANORIPHEIERER—RER, RFSMNHEHEEE R — NME BN R BE R P S R LaiZ
H—Lo

(3) MRS HIHAR HECHIIPHEIE, M IHIKEAZ]IPHEL,
3.8.3 fig& DHCP BRS3=8
1. B2 DHCP [RSBBEFSH
(FAEE-TEAS] EAEE>> LANIRE>> LANIRE
DHCPERSSFX: FEEREMANIREZREEEREEIP,

A &
R %P 09 DHCPIR $-#fk R ], W F R 43510 & Lk AsR R B MuL, & T B X &DHCPIR % XA/ 435 50 %
FHEERLIPLA,

Fraleht: DHCPERSSEBEENHECHIIPAIFIAlElE, BIDHCPiBIEBAY AL, FFIAUASEEIEEHIPitElE
PRSI EHRIMERRN. ERinAEIEERREIPHEIE, EiIEbERETE, BFImESRBAEIPiL,
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SEIPE: MHEBARIIPHEIIEE, BA254 ML,

itbtibFEEA: bUFFRLORTIA), BIRREEERINSI—RESEHEFERIFIPHINEAR, ERRImKERIFERTN
ERRESIER, 2845, ITHERE, BIEIPHEt, RIS EIRESEREETNEKRIbE, BOATEER
79309384,

E

*IPHEME | 192.168.110.1

*FREEEES | 255.255.255.0

Eit

*MACHENE | 00:dD:f8:15:12:74

oHCPERS: @D

*FRAMENE | 192.168.110.1
*oEIPEL | 254

* HEUHREEE (53) 30

DNSEES=2  192.168.110.1 @

2. [gE DHCP PRSZEE%IR
[AEE-REES] EASEHE>> LANIZE>> DHCPIEIR
DHCPRRSSESIEINAFFELANOAXEENES, nlRIESLIRIEISIFECE.
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DHCPIRSZRImES @
DHCPRRESZEASFELANDERNEES.

DNSEEESE
Option 43 @
Option 138

Option 150
s

#*3-6 DHCP [RSSSHRiEINE HIE B fikE

24 588

DNSHRSE: EETRHAIDNSIRSS SE Mt

HAC (FTEIEHEE) SAPAER—FBEM, APEIIDHCPIRSSSRENPHEILS, T
Option 43 EEET EARAIMAC, RFEEEDHCPRSSES EECEDHCPIIRAR S i+
Option 43(58., BHAPEAPREE EZIIAC

BANACHIIPHtE, SOption 4335, JACSAPAER—BEKAES, AIEITIRE

Option 138 .
Option 138EIAEAPIREXACH]IPv4itiE

IRETFTPIRSEHIEINEIN. WATFTPIRSSERIPHILL, IEEAEFinDECHITFTPIR

Option 150
SSeRAUMtE

3.8.4 &E DHCP EPis

(FANEE-TTERS] EAEE>> LANRE>> BFmIIE

BEEDHCPEHIEDEAIEFImIHER. REKEPRI<SRINZEFSIHN>, B IRSFERRE<ME
>, B S ECR RRINZR SIS ECFIZRT, (ERSNEHEREEEB RIS ERIIPHELL, FFStbiE
HEYIRNEEESE3.8.5 BEFHFSHIISE,

48



RG-EG FRFIIRHIRE Web E1EFAf

BT
O cueErmEssoHCPErERRES.

Fl=EEE

| mrsmi=

| BFS - B

SEASTHEE 500 FEUE.

ES Fila MACHitht
1 RG'ESTSZ(;C'P% 00:l0:f8:48:45:88
2 * 90:e7:10:db:20:ae
3 * 8c:ab:8e:a2:21:68
- R12225 54:bf.64:5cdc:49
5 R0O3605 €8:5b:76:94:00:3¢
B: > [ ==

3.8.5 BeEFHSHtItS T

(AEE-TERS] EAEE>> LANIRE>> ESiito
ERCHEFFSIHI D EER.

0 =suunEnm

| szt smnE

EASTRELE 500 FEGEE.

ES

IPitht

192.168.110.136

192.168.110.200

192.168.110.120

192.168.110.249

162.168.110.220

Pkt

192.168.110.16

192.168.110.13

192.168.110.29

192.168.110.127

192.168.110.136

MACiiht

c8:5b:76:94:00:3c
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Branch

o |

a BRWebMES, =i VPNEIE>> IPSeci®E>> IPSecRLFEM, HAIPSecReFMRISERME.

RRuijie | FRcycc

FHEH(EG210G -~

& BEEE
IPSecs25mE IPSeciEiEiiE
® =xE8
IPSeczz250E
O meem HE: FRUEERET: IPHNL/ SR, SR oAt B0255.255.255.0. @
B MFRE. 192.168.110.4/24, FPAMTFRIEER 192.168.110.1-192.168.110.254,
i TRER
| e e
VPNEIE
BOCESELE 1 S8R,
IPSecigs
TP g RS FitrFREE HimTREE RE #E
PPTP B
EEEE
= ERER
@ wiEplR
E EHER

b RE<IMI>, EFRIEEES RS | MARRESR, EBERPEEOFREST T

BRI ERLAR TR = R4R.

VPN

BT IPSecif

RREFSZNBEMEGIREXE, BWMER—FIMNR_INRERFIARD; OEM EHRENE,

SRS

169



RG-EG FRFIIRHIRE Web E1EFAf VPN

)l .

HFESTWANL, EEEFENFERWANCORRZN, 72
B "FHDER" GEANAME, FUHSENE—TWANCEA.

FEEEE im0 RS

* EREETR test

#HriEl 53 @

* T RGEE 192.168.11.0/24

*IEEEH ‘ ruijie

7= @D

ife—i=2E (IKESERS)

WEe—ieE (EoEEss)

(2) BLEDZME
a BRWebMES, HAIPSeckLFRIEEHRME.

b RE<MI>, EFRIERES "BERR | MARRER, MiRKX (SRERR0INYOithialZ i
2) . NRLRERE AR RAIMRLEER, LIRSS AR EMNHE. Bt R—MBR %
SRS IR —EEIE.,
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pEll

sl @ =R

* EWERETR

* Tumas
shEsEll
1
* HimT REERE

*ﬁ;$§ﬁ|

BRSim

test]

172.26.30.192

WAN

192.168.110.0/24

192.168.11.0/24

Q@

ru ijl'e|

5. WSRIGIE

FiEe—i=E (IKESEEE)

B TRE (BioEEEE)

VPN

(1) BREEBDZMFEHIWebTIE, SVPNEE>> IPSeciZB>> IPSeciEERE, AILAERIMAIAERESED

HYIPSeciEEIRE,

IPSecseesils  IPSecisiiies
O Pseczmi @
| psecistrs < w
St sPI A RS BRE e Zeimy =
AHEESE: —
test 3352668784 in 172.26.1.58<--172.26.30.192 192.168.110.0/24 <— 192.168.11.0/24 = £sp ESPASITEsE: SHAT
ESPIMdzesE: AES-128
AHBIFEE: —
test1 3485271692 out 172.26.1.58-->172.26.30.192 192.168.110.0/24 - 192.168.11.0/24 s £sp ESPRESI:: SHAT
ESPIESIE: AES-128

(2) FMIREEEILEUENZIRHTEPIngK, 88EPingBLARIEET—IA.
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8.1.6 IPSec VPN EIEXMAIRRA R

VPN

(1) fERAPinga<1RNIEFin SRS R ERNEENE, ¥110.9.3 . WNRTEPIngE, BOEMKSERRE.

Check whether the branches’ EG can ping to HQ EG. If it can’t, please check the network connection

between two EGs.

Click Diagnostics->Network Tools, then you can start the ping operation.i¥0lil10.9.3 .

(2) HAIPSeclkSESinSE iRl EREIER.
MR VPNEIE>> IPSeciRE>> IPSeck 5K, MIAMIRCIRELEAHNZT SRR,
| sz

EATHEE 1 =ER.

SR RIS TR AT FETFREE HES
B test 0.0.00 192.168.11.0/24 0.0.0.0/0 B
SRERFI=

AR 1 FEOR.

i it EREEIR P e i FREGE T RBE s

EFis test] 172.26.30.192 192.168.110.0/24 192.168.11.0/24 Eif

Jili
@

BfE

e Bk

B

1ER BirR

() FWARSHRHKENHOIPREALMIP, MRFAAAKIP, FEAHOMXIZE LIREDMZE R BRET

(IPSec VPN{#ERUDPIR[1500504500) , FIERRSSERIMAIZFIMRE "AHIDXE" 7 "NAME"
Check whether the WAN IP of your HQ EG is public IP. If it isn’t, you need to configure DMZ or port
mapping (IPsec VPN port are UDP 500 and 4500) on your external device and configure Local ID Type as

NAME on HQ and Branches.

IKESSES 1 sha1-3des-dh1 IKESEES 1 shal-3des-dh1
IKESEEE 2 | shal-des-dhi IKE®:®E 2 | shal-des-dh1
IKE®ERE 3 | shal-3des-dh2 IKEZEE 3 | shal-3des-dh2
IKESEEE 4 md5-des-dh1 IKES:EE 4 md5-des-dh1
IKEZEEE 5 md5-3des-dh2 IKESEEE 5 md5-3des-dh2
EEs @ =EX FFEEL hEER Q@ FiE Fmigl
FiEIDEER PRt @ NAME il DEER IPiht €@ NAME
* A&HID HQ *ZFID | Branch
THAIDET P © NAME TNEDHE Pt O NAME
* THsID Branch *XRID | HQ
*SETFELE | 86400 * AR | 86400
DPDRAFE O =M +=m DPDERFE @ =M =M
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8.2

8.21

8.2.2

i858 L2TP VPN
THEEE 7Y
L2TP (Layer Two Tunneling Protocol, S_EkENNY) S—FEREY, BEBRTEIUERM,

L2TPIfY BB NMEHINE SR SRMEIIERTHEE, BRLAMREMERHER, MNMSSHEIRRIINEER. L2TPH
WEESIPsectM\UBE(ER, RIFSRAL2TPEER BAIPSeci%, BEL2TPLHAFKIEFtI ST, FHFIA
IPSeciRIEEENZ M.

L2TP VPNEERI LA TFAEZ I S E S S8R eE, alLIATHERTRNGES. SRNREIFEL2TP
IRSSAREE Fif.

88 L2TP R5328
1. L2TP [RBiREHREE

[AEE-TEMES] VPNEE>> L2TP>> L2TPIRE
REFFRTFBL2TPINEE, EEL2TPZREYS "IRSES" | REL2TPIRSBIHHEXSE, mt<FEE>.

o L2TPigS

s=7= @D

L2TPR @ [Rs5ER EFim
*AERENTE 22,21

*HHEHIPTEE 2.2.2.2-2.2.2.100

s}

“DNSIEsS% 8848

BEME @ > =

IPSecin®= @ Fh0= o

wEEE 0 =i =

* PPPHERESEIPESEIEIE 10

#=8-6 L2TP [RSSinEcE(SEMmiAR
28 1A

AitbhFiEithilt VPNBRERIIRSS2EAMERINIP, FFURRANZ R LB izt R iR S5 &5

HenbithI PSEE L2TPARSS 88 ARG Z Fim sy Bl PHELE AL
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24 L
DNSHRSS=: L2TPARSS ERHERLA T FimAIDNSithilE

REEABRAL2TPRIEIANLE, BERRENIFRREBEANLER. REBT
T, FEABEAIL.

BEAESRTBEFRAE. REEG—mERTHREAE, NWRBE RS
BREINIE TRBEANE, RiRZiRxe—SEAATNERT, BESERY, SNAREE
WIFFhEEER:, EMimEbRABFEIALE, NBEREZATHEINERR,
PCIEAZFIRIRSENRSHBMRENHRT, BNAESAL2TPIRSHRIRAIRE

SAWREH TN, &2, NERIPSecIL2TPRSENNZE, FL2TP over IPSec

EERNRRCEEIPSec2%g, NASHFEIIL2TPESETT/SIPSecin®; NEHT
EL2TP over IPSec, B XAIPSeck RS

L2TPiRSES RS Z FinldIPSecNZR EN(FF—E, IPSeciNZEXSEITENIRE
L2TP over IPSecfRS5i%

VPNRSS 2N FImA IR AR T EENRE, aIXHZVPN&ERAY S s HiR
mEEs #, HESEEEFIRAPNSRPHEA LT RMERN NI .

FRL IR 2 RS ERIERISIITE, FES8%E7.7.2 T,

IPSecinz

PPPHEIRAEFETIEIEIRG | L2TP VPNIEBZS, RIXPPPHEEAEF QMR CAIRTRIERRE. EIRIFEIA

A iE
AHEIE A A hE R IPTE B RARE 5 X & AT 9A R (LAND) REMAE &,

2. 188 L2TP over IPSec fREiE

[AEE-TERS] VPNEE>> L2TP>> L2TPIRE

Em). L2TPIRSIRERNZEEM F, FEL2TPIRSEHTTSIPSeci®:, (RIEESHZ 2. IPSechIHEEN
TiEs#Ee.1  iBEIPSec VPN,
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* At E
it e
* HEHE PR 1.1.1.2-1.1.1.100 (7]
*DNSERSZEE
BEME @ >F FE

IPSecin= = @ m=E

IKEZEEE | shal-3des-dht

HimE | esp-shal-aes128

mEE 0 =& FrEigal
FHIDEE @ IPHEiE NAME
* PPPHERRSEtPRt/AIEE | 10 L4

Z58-7 L2TP over IPSec [RZiHELHSDINiAE

24 1588
=R e EER BE—RI T EZ R E RS 2= Fin 2 EHE EIAIERYFEIE

IERIKEMYERANSHIIZEL. BFIEAFDiffie-HellmanZBFmiR, £ 5IKEWMERIN
BFEMEIE—E—HRIKESRRS, XRIKENERIIHNNESRE. RSENZEFIRIIKE
RIEAR—EL

e H% (HASH) Eik:
o shal: SHA-1ESE

IKESSHE o md5: MD5&5%

o MEEX:
o des: BPKENS6LURFIDESEE
o 3des: EHKEN168LLFI3DESE X
o aes-128: BAKEN128HASHIAESEIL
o aes-192: BHKEN192FHNAESE X
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S8 i58E
o aes-256: BEHKEN256LLIFIIAESEIL

e Diffie-HellmanBixiR

o dh1: 768LK4sDiffie-HellmanZB
o dh2: 1024Lk45Diffie-Hellmantd
o dh5: 1536L4EDiffie-Hellmansd

RHELSIMUINEIZNES. EIPSecRLEKRINERAE, MinfERE—MIENTIEE
BRIPEERNEIER. RESSFNEFRIEEREEERT—H
o Z2ifY: ESP (Encapsulating Security Payload, IRMZLITEE) 1Y AIPSeciE
R THIRIRAL. $iRREURIOHBIRSERMINRE, FRIE T SdRINENTE
o INIFEL:
o shal: SHA-1 HMACIGIEE;%
ttjgpee o md5: MD5 HMACIIEEL%
o IEEZE:
o des: EPIKE/I56LLFAIDESEIE
o 3des: EHKE/9168LLRHISDESEX
o aes-128: HIPKE128LUIFIIAESEIE
o aes-192: BHKEN192LLFHIAESEIL
o aes-256: HIHIKEI256LLFAIAESEIE

ihEtE D AEENNETREN. RS FRI= RN EA—EL.

o IR ERTRRENARIPERE. REZEANRIBEETE, RIS
IHSHOHITRIP, REURE.

o EFERIEI: XTHIMIADSLIASRAF, EERBRIAKNIPAZEER, BRIEEFENAT
REBERT, WEERATEEMNATEY, B, BFIPAZEEN, FFEM
HNREBMD (ID) K84 "NAME" , HFEE{AMIFIRSE, ZEUHRIE.

sl

BFSMIAMERIDEE, EFmH "SHhHID" SARSKRSHN "AibID" FEF—.

o IPibit: LAUPHEAHEABMID, BaEMAiRSIID

o NAME: LIFEHFRFEREASMHID, BaIEmANRmZID. IDXEES "NAME" B,
AHBIDZEEY HEEIRE(FNSIDIEN T,

LIRSSERWANDIPAFARIBILRS, FEIREAMIDEEY "NAME" FEIMNRIRE LR
&DMZ;

LIPHIAEER, FREAMIDREN "NAME" | FEXJIIERGREIEN,

AHIDRELN "NAME" B, {EABMIDAENFFFHR. EFmEA "XiRID" BRSHKk

#BI1D
e SR AMID” (RSB
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3. iB8E L2TP A

[AEE-TEES] VPNEE>> KEEE
L2TPiRSSEERAF VPN ERSIRTERNNBARK SN, BINEFSEERTEFIREANBRKS,

RE<RNIN>, ERERSREAL2TPEALL (ALLRRZIKSHRTAAREVPNREREY) , MARENAF
BREBLAR X im FRSEE, ERAMER, RE<HE>.

VPN

© venmrem @
| venrmEmsE T
BAHSEIE 100 £80R.
Ara =5 i seatosid) HPgiE FimFRaE Eh v =E
test test ALL EEfEiE M FEREE - BER E3 Bk
1 1 ALL FE AR N\ BEEEE - =R =2 Bk
AN .
BBEsE [2TP
e | \
EENEAE
* =55 @
EFE ‘ et ‘
* IS T REE
#+=8-8 L2TP HFEiEEEmiAE
25 i588
BRI AREFRANRL2TPREFPIIERFIZEG, BTFEPiRSRS SR IEE
RIS o EENIRAIZHES: MANEFIHENABR, FEHBEMTENIRASSINTIRTE
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24 %88
SR tBEMNAEE.

o [IRHIXIIHRS: KANEFRE—TMBRIAR, HEEI— M SHEREN, TR
RrEmIREE R AES.

L2TPRAEXSIREIEMERRIIPHILCERE, —ARIESEFImIRELANCRIIPHEUERES,
Xl £ RSB (ARS3 2RI FIREI A M MR EEER)
plan: oXASEASENSZRT, HEDX (BHEE) FIRMRER

W& REERZAFKS

8.2.3 ig8HE L2TP E i
1. L2TP BEFiREHigE

[ANEIE-REES] VPNEIE>> L2TP>> L2TPIRE

REFFRFFBL2TPINRE, IRL2TPRES "BEFR" |, RELTPEFIREXSH, RE<RE>.

O LorPiss
==7= @D
L2TP%E  RBEE O =i
“EPE 456
SR e ©

gl WAN

THEHSIP O S ==
* RS ERtthiE
* Tt TN
BEANE @ %3 TR
IPSechn® @ Amn= =
TieEsl @ NAT itz

* PPPEERRSEFRTEIEIIR 10
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#*8-9 L2TP EFiREtEEREIRR

88 i5488
L2TPHERFPBMIAIERI R ZF1ER, E5RESFHRENL2TPHEFPIBERENZE

/30
B—5

gt B P ERARIWAND]
VPNBSEHIE ISP, ¥R TR BT MIRSS SRRk ENIPHEHE, 1582

AHtepEiEIP A RS — MEIRSS SRR P BRSSO B A AR
Pt

BRSSSSitbh SRS SEIWANCIIPHELF &0, IRSS A0 CIP SRR ARIP

TR S SRS BN ARMER, FaESErHRRmRES

— BEEEEALTPREAELE, SRS AENEER )\ SRSHERNRE AT

s B4, REERT, FEEEEAL A TIRIREES, EVE.

S SRS, A, WERIPSecxIL2TPRAENTE, JIL2TP over IPSect

Ml . EPRIIPSecIIETREM SRS S5, EMIZEL2TP over IPSecERI,

o NAT: WL 2TPRAEIISIEEM{TNATE R (SEEaARIPESAL2TPRAEN

- AHBEHIP) . NATHIR FIRS ST RbIE Fism

5
g o B WAL OTPRSESIRE M TIRMEE. MEERT, RSEAEH
EPEHR
PPP4ERSAEI BT
@Bj% EIPEIE | o rp VPNIEEZ S, BEPPPARE G A IR, EERISERA
{52

2. 8B L2TP over IPSec i

[ANEE-TEES] VPNEE>> L2TP>> L2TPIRE
. L2TPERIREARENEM E, FEL2TPERinHEIPSecil®, (REBENZEME. ZFimAYIPSecin

BB SIRESFIE—5, B55%8.2.2 2. iFEL2TP over IPSeciRE i {THIS.
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* IR EEthiE

* AT

BEALE @ =H Eay ]
IPSechn= FnE O =
IKESERS | shal-3des-dh1l
EHRE esp-shal-aes128
nEEs @ EES SR
WWwIDER @ IPHEiE NAME
TEESN @ NAT ==z
* PPPEsREsEFEdElEllE | 10 i

8.2.4 EF L2TP BiE(ERE

(A EE-NHEES] VPNEE>> L2TP>> BHEERYIR

IRSSERFNZ PRI S, VPNIERRELATE), SoRiRSHBNEFRANREZ R, FE1-20 I LIRFREES

L2TPRXERVFESIIATS.

LTPRE  BEESE
O masss=

FAF B R/ R AP EABSIP

test1 i ppp0 20.0.0.1 172.26.1.58

#8-10 L2TP [FE(SRiiAE

7 HEEEER
FRERIP DNS 1#E
20.00.2 144.144.144.144 e

VPN

24 L

BFR#& EFRATEMAERNERS
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£ 1588

ARSS 88/ P HRIRERRTEFIREERSER

BREEZTR L2TPAE AR -REFR

REHAAIBIP BREAAIREEILIPHENE, L2TPEFIRAIERIIPHE L2 TPIRS 885 L
BRSSP BRERTIRIE A\ L2 TPAYSCRRIPHbE

XJimEEHAIP BRERIXTIHEEIAIPIEL, L2TPEFimAYREHL P L2 TPIRSEEHED
DNS L2TPRSS 887 BCRIDNS1tE

8.2.5 HBIFEEHZRMI
1. HRER
Bl L 2 TPRSESESEI 2 R TR R A R R TRl LA SR MRS 28
o HERTZEME (PC) AHBEIIL2TP VPNIAEATIHIRSEE;

® 7 \7’ PEPREESNEINRSERRIIRSS R RN, FIA R ERIRMES (Device B) {EAZFIRIEITIRS, L
N EBR TIHRS RN TRERERS, HihaoaREIRSR—HER.

2. $ARIE

PC

(]

Headquarters Branch

WAN WAN

ﬁ - 172.26.30.192 172.26.1.58 _ [;zl
@ ( Internet) @
[;zl Device A Device B

192.168.11.0/24 192.168.12.0/24

3. EBEES

o FEERIZRMFADevice ABFL2TPIRSZ S8,
o FEENEBMKDevice BEFL2TPEFif.
o MHFHERTPCLIREL2TPE iR

4. BRETE
(1) EEREBMX
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O v

B3 A 200G N R B RE TR AR R, At AL AT ) TR A9 DL

a EFEWebMEE, mE VPNEIE>> L2TP>>L2TPIRE, HAL2TPIRERME.

Ruijie | iRcycc

£ BERS
LTPRE miEESlE
@ gxEE
O wres ®@

O ==l
o FaEm === @D
VPNEE LoTPT @ MREE =P

IPSeciz=

* MRS 20001
L2TP
* HdEEIPTEE 20.0.0.2-20.0.0.100 (©)

PPTP

HeEE * DNSEESEER 144.144.144.144

e
= BEAL O 9 e
@

IPSechiz @ A o= (@‘
= EmEE
* PPPRSFREIFENEIANS 10
R

b REFFERIFEL2TP, EEL2TPRELNRSES, WASREENIE, HUEhIPEE. DNSHRSS Rt
EREEHBIPSecEFBHENE, RE<RF>THRESHEE.
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=z=7= @D

L2TPE @ FBSE =P
*IEMRSENE  20.0.0.1
*smibmIPEE 20.1.1.1-20.1.1.200 @
*DNSEBS38E 114114114114

BEAE @ % FE

IPSechn®;

= O s

12

3456

IKE=ERE

FEE

shal-3des-dh1

esp-shal-aes128

wEEst @ = Fois

FimiDz=E @ IPHbiE NAME

* PPPEERE4HPRElEIRS

10

#+8-11 L2TP IRSSinEcESRHiRR

e 1
A iRE B HE—MERMMERIOIPIEIE, PCIRAZ ERILUEI it IaiRsS 58
MBSt P HSIERNMERAIPIBIEER, FTFARPIHSEIPELE
DNSHRZ5 2 IS — AT FIRIDNS RS 28 btbi
R RIKITIREALIRE, FRE, BFHRSEMEREE—HI00E, TS
BEEIAIE :
oSz
REETBEIIPSectIL2TPRIENE, BIEEIMELMDE RSN
IPSechiE ELBIRECEAIPSecR25klE, NARSHSBHL2TPRIEFTSIPSechla; M
EL2TP over IPSec, iBHEXFIPSecEREE
Tt HEATIPSecAINER, EFHHIREERTLSEHE RN
IKESREE, BEIREE 1D | o oo
e s | TOORBRIRRERARA
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VPN

24 588

PPPIIR4EIFRTIRIENG | TTRATRRIRISTEOARD A

c mii VPNEE>> IKSEE, SRIMIMEHER TS EHHESERIL2TPRFKS.

HERTAFKS: AWENEE "BRANBHERE" .

DERTAFPKS: AME IR "IRESIMRESR" | Wi FREEEIREND STMXAIRMMER, Bl

192.168.12.0/24,

A 2%

TR G 25 5k An % P 3ty N M R BOR AR E & o

ERInAEF
AIER

et L2TP

EEE=ER L2TP
*FPE | branch

*EFPE PC

* =g [
* =

EFET | BHEEAE

ARl | BREAEERS
*IRTRIEE | 192.168.12.0/24

ARE =i BRI 3ER ARGIET Flim T PEEE RS BE

test test ALL EEREIE A\ FEHEE - = & HHER
branch branch L2TP EEEETIEHE 192.168.12.0/24 =R & ke
PC PC L2TP EBfEtE M IEmRE - =R & ks

(2) ECEPMRK
a ERWebMEF, HAL2TPIREFRE.

b REFXFBL2TP, EFEL2TPEEAE iR, MARSIHRENAFREE.

KIIEEFIS EFNIRSESERAYIPSeciNZES ], R<RiF>TRSHEE.
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==7= @D
IPSechn®=: = @ =
L2Tpzesd EsE O =Fis
* = 123456
FF#& | branch
IKEZERE shal-3des-dh1
*EE | sessed | @
HME esp-shal-aesl28
g | WAN

e @ HER Fziew
FHESEIP @ = B TiiD=E @ IPHEHE NAME
*BESSEEMEIE | 172.26.30.192 Tietast 0 NAT O BEm@
*IhHFR | 192.168.11.0/24 * PPP&sEE4EiSRHAIAE | 10 #

BEME @ >H

#8-12 L2TP EFIREEEREIRR

5% 0B

PSR SRS SR B S I

s P SRS S TR WAND]

HEREIP YRR ROREEN, BATEERAST, WA — MBS S B0 P
TRssesith SRS EASME (WAND]) H55F, B172.26.30.192

XTI SRS SSHRARE (LANCIRIPESERE) | B1192.168.11.0/24
BT SIREERRERS—5, ABRR%T

IPSechlE: SRS ERRERS—5, ABRNFS

St SRS SR TSR, SRS SRR
;;imgxﬁfi; SRSERRBRE—N, R FSEEE0 AIDRE
Tl MEAEHEEHTS AT, RN B

PPPUSTUPRIEIIR | LoTP VPNISEZIS, BitPPPss i o R RN, BOARTET

(3) REHERTIPC

QO in

o fAHZRIPCLEREL2TPE F#%, T L3 A Window 10 % 4 89PCA .
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e Windows XP (& #XP) # %f=Windows 7/Windows 10 (& #kWin7/10) # %3xFL2TP VPN# 2 ft 3 4%
FOAF: XP& %he 24 AIL2TP VPN, & 2485 EMEA; WIin7/10F LBk L #ZFHL2TP, 5
BAEBEME T

o  Win7/Win10 & %A XP & %47~ L #FL2TPE 8 AL T Ak, IR 4 35 552 % ] 1% 38 TAGE .
o ERFHAR XK LIPSech FHIL2TPIAN, A L #L2TP over IPSec.

a REIREP>[MEHInternet]>>[VPN], HAVPNIRETH.

BE - [m] X
 Em VPN
[ =iz 2 vPN
F94E#0 Internet SERD VPN i

+
8 #E

[SE N nan
kR

LT SRR T VPN
o gs @ =

FEFEREET VPN i
% VPN

@ =
L REEE

w\xgsE
@ = EREREER

b s "FIVPNERE" |, EERVPNIZHEAWindows, ESEZEZTRMIRS SIS EEHE, RhR
7EpA],

AN VPN &
VPN 2{Hrg

HERESER
IEsSEEafragiE

172.26.30.192

VPN 231

PSR
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c BEEMREE, AESHAEIVPNIERE "L2TP_PC_TEST" , &R,
) FisEE
A @ > FHEE - RESHERET > MEsE
IO REE TEV 52N IEQ

EE g
I: L2TP PC TEST L". VirtualBox Host-Only Networlk
— :.'Irl CETTEE - a.,,*‘jp_ EEA
&7 WAN Miniport (L2TP) W= \firtualBox Host-Only Ethernet ...

VirtualBox Host-Only Network L"' VirtualBox Host-Only Network

P,

¥ #3 Sy
@ Sem @ S

d TERHEMNEES, &R "L T, £ "VPNEE(T)" kR "FRIPsechIE2ERE MY
(L2TP/IPsec)” , £ "$URINZ(D)" whikiF "oNEii® (REINEHBaILUERE)

EL2TPIRS=AREAIPSecil®, Wik "RINEHIFIB(PAP)" , mti<HiE>. BdSRe .
EL2TPRSSERIER T IPSechn®, 1ZERERe #HITAE.
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SR Em =e mE OHE 2 ERE 0 ®E EE #=
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|h72.25.3o.192 =mEss)
EEEIIE(D):
E—RiEE AENE A L) >
EREETEEEZE, Windows TTLISERTILERE, -
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O ERE BHSHEIERLUEAP)E)
[ 5Es—MER0):
EtER)
® FriFtEREENE)
FNEFIEEPAR) (W)
[ EFEFSHEEY (CHAP)H)
vzl [Microsoft CHAP Version 2 (MS-CHAP v2);
EERTEN Windows SREFFIERE, 1T
A

e ZimERTIPSeciN®, EREBTEI@IECHAPTHIMS-CHAP v2{EASMIGIERIY, H1E "B
%” FIRESIRSIHERNTMEZEEH., =REES, aE<fEE>.
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§ L2TP PC TEST EiE X
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|
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EFEF S AL (CHAP)(H)
Microsoft CHAP Version 2 (MS-CHAP v2)
[ EaERRN Windows BRERRNIERME, ME

=] =

VPN

@

XA ZAFEAP W B e WX, Windows £ 4% P 3 1 it 4 LEAPH AR X & W IGE £, & WF 5 3

VPN 3 % o

f  EARSREFMPCHILTPEFIRIRE, ETRAULIEPC LARVPNIER, b ES=aIMEER
. JEFEL2TP VPNiERR, Rdi<iEiz>. mREPRANRSHRENBFSMENE, HTER.

ogo L2TP_PC TEST

BIRISIE

Windows Z22F0
5
‘ lel P |
*e |
TRE Bl

SERIRSBRINEFIRANIREL G, FH1 W EE LR ERIRSS SR infl0 S = FinEERIL2TPRSERIER

SR, FNERR.
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O mes=n= @
o HE
branch R ppp 20.0.0.1 172.26.1.58 20.1.1.2 114.114.114.114 il
PC BR=tR ppp0 20.0.0.1 172.26.1.58 20.1.1.1 114.114.114.114 jiilag
VAN~
PX:
L2TPiEE EERIE
O mueonz ®
e
_ _ N 11411411411
branch =FiE 12tp 20.1.1.1 172.26.30.192 20.0.0.1

4

S

(2) TEREBEE D PingXImAIARRItIE, BEIERERE. HERTPCHID IR TPCERILAALIRSERIRSS =8,

8.2.6 L2TP VPN iEiERMpIRRE =

(1) FERAPingmSNEFinSIRSEEZERNEEM, X093 . MNRTEPIngE, BREMNEERIRE.
Check whether the branches’ EG can ping to HQ EG. If it can’t, please check the network connection
between two EGs.

Click Diagnostics->Network Tools, then you can start the ping operation.i¥0ll10.9.3 ,

(2) MBEEFIRERNAFEMNERES SRSIRFTMZERNMKFILES, Check whether the username and
password on HQ VPN client settings are right or not.

(3) HHARSIFRIMRBNHOIPREALRKIP, WIRAARNKIP, FEAHAMXIRE LIREDMZ, Check
whether the WAN P of your HQ EG is the public IP. If it isn’t, you need to configure DMZ on your external
device.

8.3 18E PPTP VPN

8.3.1 IhEE™T

PPTP (Point-to-Point Tunneling Protocol, MXIRBEENNY) E—FEPPP (Point-to-Point Protocol, X
) RUEM EFFRAERIZEINY, ERTFEWEERAA "BE" EAHEMNE L REE G MNLE, PPTP
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HREEPPPIY RS INZFA B M ST L UINAE, BHETBEPAP (Password Authentication Protocol, B3
IAMEMMY) . CHAP (Challenge Handshake Authentication Protocol, HESIEFIAENY) . MS-CHAPv1/v2
(Microsoft Challenge Handshake Authentication Protocol, f#RHkEIETIAIEINY) BXEAP-TLS (Extensible
Authentication Protocol-Transport Layer Security, T RINENYAEHEZ2MN) KBITEHINIE; EFTLL

MPPE (Microsoft Point-to-Point Encryption, {#Rmaxdsing:) SCULEERHINNG, Eaiet.

AN RIS REPPTPIRS S S, IHRBEMPPEIIZESMSCHAP-V2HITEMNISE, BATIZEAPIA
ik,

8.3.2 iR E PPTP R53:8
1. iRE PPTP IRSSi%
(AN EE-TWAMS] VPNEE>> PPTP>> PPTPIRE
REFRFFEPPTPINGE, EFEPPTPRELY "RSBER" | IREPPTPIRSSHBREXRSE, RE<RE>.

PPTPi2E BEEETFE

0 rrrric=

s=rz @D

PPTPE! @ [RSE

1
Jig
3

* FHhEEERNI

* 315l P @

* DNSHESS=2

MPPEID= @ = =

mEEE 0 xH e

* PPPeErEsEiPETEIERRE 10
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#=8-13 PPTP [RBiREEE2MmiAE

£ L
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ekt PSEE PPTPHRSS 28 FAsRLA = Fim sy BIPHEAE AT
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FiRalLAIEEEE, BEATRXEENS,; NREFIHREEN "BRINE" |, WRS
EEFIEPURT LIEEER, BIREERIIE., REFIHEEN "IN |, E
IRIEEIER.

EIREZEABREING, MEFREKINE, HiSERANY.

ZOABRT, IRBEEREENE. BAMPPEINEfE, Batiia NE, &XEng
2%, BEWREXA

MPPENINE:

VPNIRSS 2RI E PR e R BT BENME, AIXHZVPNEBAISHEE IR
e %, FAEHEEFIRAFNERAPEA LTTEMEA™MITE. RIS
AIRERIEERERTRIBIR, FE5%7.7.2 Baeni.

PPPIEIR4EFRTIEIEINE | PPTP VPNIERBZ/E, RIXPPPHERUEF1G NIRRT EIEMR

A xE

AREE A fe i IPTE B R 5k & A F 69 AW (LAND2) MBI E &,

2. igEPPTP R
(AN ER-RAEBS] VPNEE>> KSEE
PPTPIRS 2B RAIFVPNEFEEFXRFEFIINBAFRKESRA, BREFHEERTEFRIEANBAKE,

RE<MN>, EERSREAPPTPHALL (ALLRRZKSHBTAAREMVPNEERE) , WMARENEF
BIEBLAR S mFRSEE, ERAMEN, [RE<EE>.

O venmrem @
| VPNRAREE7IE + &N [ #:2 0k
SRR 100 S50,

P& oz B3R FAMgEET FiEFRGEE R BE

test test ALL FEER N\ FEERSE - =R = Bk

1 1 ALL FEESH M BR SR - ER EE B

191



RG-EG FRFIIRHIRE Web E1EFAf VPN

A INEF .
AE===E PPTP
| \
EHAAPE
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RIS ‘ FEERERNTREERE ‘

#&8-14 PPTP BFE&ERERE
24 1588
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/NS EEERZAFKS

8.3.3 igE PPTP ERi%
[(ANEE-ITERS] VPNEIE>> PPTP>> PPTPIRE
REFFAFEPPTPINAE, MEIEPPTPEEN S "BEFR" |, IREPPTPEFIRERSH, mti<FE>.
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PPTPiEE
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IEERERYIZ=

s=7=z @D
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8H 588
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IRSSERFNZ FPimiE s, VPNIERRELATE), SRS H/NEFRANREZ G, FH1-20 LR REES
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PPTP EEi ppp0 10114 172.26.1.58 10112 114.114.114.114 S

#8-16 PPTP BE(SEHiAE
£ 588
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DNS PPTPHRS3285 ECHIDN Sk
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o HERTEFin (PC) REBEIIPPTPIASILAIARIRIRS S,

o NEIDEHEEMENDCERIRS AN, EILHERRSFREHSE (Device B) {FARFIRIHITIRS, L
MABRTDACEHRHILTERERS, BHEEBARBIRS &,

2. HWE
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(]
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WAN WAN
ﬁ - 172.26.30.192 172.26.1.58 - Eﬂ
g ( Internet) g

E:ﬂ Device A Device B
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3. BEHEER
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4. BESE
(1) BLEREBRIKX
O wn

EBR AR89 1) ML AR 5, B0 A IR R FI T R HE .
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Ruijie | FRcycc FHLEREG210G
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VPN

#*8-17 PPTP [RSSiRECE(ERIHIRR

S8 2L
AHBRFE L BEE—MENRMMERAYIPHELE, PCIRAZ B LUBITIZIbHESaiRSS 88
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(2) BLEDZMX
a ERWebMEE, HAPPTPIZERME.

b  REFFRFFEPPTP, IEEPPTPREAEF IR, MARSIHIRENAFASIERD. RSEMIL. RN
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(3) REHERTIPC

VPN

@ v

o A ZRIPCLAEPPTPE P 3%, T L% A Window 103 449PCH ),

o PCr k3§ &HA#H2 51723 (PPTP) 4247 (GRE) .
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VPN 231
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Z PPTP_TEST B
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SRIESA)
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f  ASBRESTHPCHIPPTPEFIHIRE, # MEAULEPC LARRVPNIER, miESi=hIMEEIR
, VEHEPPTP VPNiEE, mbE<iEiE>. mREPRARSIHKENRERAFZED, #TEE,
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BF
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5. ERIGIE

(1) TRRSHBEMEFHINREZE, FHA1D9MEAYESER RS SRR X EFinEEEIPPTPRREANERE

BB, TERR.
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Administratorsping 192, 168, 11.1

8.3.6 PPTP VPN iEELXMAIRRA =

8.4
8.4.1

(1) IPhonef1EAEIOSIRBAZIEZPPTP, &HEFL2TP VPN{XE. IPhone and other I0S devices don't support
PPTP. Please change to use L2TP instead.

(2) fEAPiIngmrSIENEFinSIRSRZEREEY, #1093 , MRFTEPIngE, BOEMNEEFRE.,
Check whether the branches’ EG can ping to HQ EG. If it can’t, please check the network connection
between two EGs.

Click Diagnostics->Network Tools, then you can start the ping operation.i£0l10.9.3 ,

(3) MEEFIRFERANAFZNEREEE SRS HIMIERMKFITE., Check whether the username and
password on HQ VPN client settings are right or not.

(4) FARSSRIHRENEOIPESAAKIP, MNRAANKIP, FEEHAMXKIRE LIREDMZ, Check
whether the WAN IP of your HQ EG is the public IP. If it isn’t, you need to configure DMZ on your external
device.

OpenVPN

IhgEfRITT

1. OpenVPN i

U ZEHFNAFILEDEDHTFLEMHENATERRE, FEEIEHABERIDERE, OpenVPNE—HMIBII LN
RELU_=FREAIVPN, OpenVPNIFRIENEFIHENAT, SIFEHR. AFPSMERE, RiFRPTLIE
A KEEEEIVPNRIEIZEO, EEEfBVPNSEEIERS . OpenVPNEEFELInux, xBSD, Mac OS X5
Windows2000/XP_LiE1T, AIRESHFEPC. REFERAZARF. HESIMIinuxEFRE\EIIVPNIER:, BEGRE
HE_EAKZ#00penVPNZRiRE.

OpenVPNIZEZREBIT A Z R IENRSSES, FERMBENATRINERRIFINT(E, IRSinREEBRE in X"
HUIEREEENINEE, XEEEIE: P, REIRE. DNSEES.

2. iEBNE

OpenVPNFEMBRETEENZEM, MOpenVPNLEMHEAFIERHISE.
ZRFimiFEHca.crt, ca.key. clientcrt, clientkey, ARSE88mIEFHHBca.crt. ca.key. server.crt, server.key,

8.4.2 &= OpenVPN [Rs3iH

[ANEE-TEAS] VPNEE >> OpenVPN
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1. BEXEE

Mt "EEFE" FFE0penVPNINEE, 1%EE "OpenVPNZEELY" 75 "Server” |, REHFSHERT<RE>. T
REAERSR, TLE "BEEERFIER" EERSSEFBEER.
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(1) HAMEEEREESTIREAILAND, MWRARSRITIGSREE=.

(2) HEWebEERGRI, BIGSITENIRER "BaREUPHEIL" , BFFEDHCPIRSHIREBaAIT B
FolPtbit, WMRFERETTENSEFSIPHIL, BRI ETAIPSIRELANOIPIREE—MER, W0 A
LANCIIPH#EHEA192.168.110.1, FR#&ES/9255.255.255.0, R EHAIPHEIRIZE9192.168.110.X (X
J92ZE254 2 [BHESEEEY) . FINiER379255.255.255.0,

(3) fEAPingas NIt ENSIREZERIEEE, EPingBERN, BREMBIRE.

(4) Bl EASRENLEERARSERRE, BHRERENH EKE.

11.2 SicIREERMRSEHEE

ERSBEERFEINERT, KIKEREreseti@st), REBEEREBARNERE. WEH RER, ®EH
ZRAIP (192.168.110.1) ZEFRiBHWeb,

11.3 T LR

(1) FAETKSEBREEERR, NRSICETWSER, 55%15.3 TICEmWSZIERIMRRISZEE, Check
whether the PPPoE account and password are correct.

(2) WANEERSEMNIPHIIEREMBHAIEMIREMNETZE, Check whether the IP address assigned by
the ISP will conflict with the IP address existing on the router.

(3) HARBHIMTUEREHEIEERmEK, Check whether the MTU setting of the device meets the
requirements of the ISP.

FAMTU/1500, WNFEEHRIES*E3.3.3 (EHMTU,

(4) HARBRCEREEERENMBITEEERVLAN ID, Check whether it is needed to config Vian tag for
PPPoE.

BUARETSVLANIRE:, 152%3.3.5 IREVLANERESHITIRE., There is no Vlan tag for PPPoE by default.
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